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Abstract

As deep learning models have grown more capable and more widely deployed,
ensuring their safety, improving the efficiency of their deployment, and har-
nessing them for scientific discovery have become pressing goals. Although the
parameters of a model are continuous, the core problem in each of these set-
tings is discrete, and this dissertation studies them as a single problem, high-
dimensional discrete optimization under a limited budget of expensive evalu-
ations. Existing approaches either restrict the search to a tractable space too
narrow to contain the best solutions, or search a larger space with a procedure
that settles for a suboptimal result. We push past this limitation along two
axes. The first is the design of the search space itself, since enlarging the set
of reachable candidates can improve the attainable solution more than refining
the search over a fixed one. The second is decomposition, which handles a space
too large to confront at once by imposing a hierarchy over candidates or split-
ting the decision into smaller units. Guided by these two principles, we develop
methods for black-box adversarial attacks and red teaming of language models,
batch selection in biological sequence design, and mixed-precision quantization
of both dense and Mixture-of-Experts large language models. Across these oth-
erwise disparate tasks, a common strategy of designing and decomposing the
search space delivers consistent gains over prior work and yields transferable

principles for scalable high-dimensional discrete optimization.

Keywords: Deep Learning, Combinatorial Optimization, Discrete Optimiza-
tion, Model Safety, Scientific Discovery, Quantization
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Chapter 1

Introduction

Deep learning has transformed how we approach problems once thought in-
tractable, from recognizing images to generating fluent language, with landmark
models such as ResNet for image recognition and GPT for language generation
achieving once-unattainable performance [3, 4]. Large language models have
since extended this reach to an unprecedented range of tasks, such as writing
code [5], solving mathematical problems [6], and acting as agents that use ex-
ternal tools [7]. As these models grow more capable and more widely deployed,
ensuring their safety, enabling their use in scientific discovery, and improving the
efficiency of their deployment through model compression have become goals
as pressing as raw capability.

These goals appear unrelated, but they share a common structure. At their
core, probing a model for unsafe behavior, designing a molecule or protein, and
quantizing a network at mixed precision all involve searching for a discrete
object or set of objects, a sequence of words or amino acids, a set of test
inputs, or an assignment of a quantizer to every layer, that best meets some

objective. The objective, moreover, is rarely cheap to evaluate, and may require



querying a target model, running a physical simulation or wet-lab experiment,
or measuring the quality a compressed model retains. Two features make such
problems hard, and both grow more severe as the models and tasks scale up.
The first is the sheer size of the search space. In protein design the number
of length-200 sequences alone exceeds 20%%° > 1020 [8], and the assignment
problems we study grow larger still. Assigning one of |Q| candidate quantizers
to each of the N layers of a network yields |Q|" configurations, and in a Mixture-
of-Experts model N grows even larger, exceeding 18,000 in Qwen3-30B-A3B [9].
The second is that the objective behaves as a black box. It is the response of
a complex system with no analytic form, and the variable we optimize is a
discrete assignment that admits no gradient to descend. The true objective can
therefore be obtained only by evaluation, and each evaluation is the binding
bottleneck. A single measurement may be a forward pass of a billion-parameter
model or, at the extreme, a slow and costly wet-lab experiment, of the kind
that makes developing a single drug cost hundreds of millions of dollars [9], so
only a small number of evaluations can be afforded relative to the size of the
space.

In this dissertation, we study these problems as instances of a single one,
the optimization of a black-box function over a high-dimensional discrete space
under a limited budget of expensive evaluations. A common limitation runs
through existing approaches. They often search a restricted space, one small
enough to be tractable but too narrow to contain the best solutions, or they
search a larger space with a procedure that settles for a suboptimal result. Our
contributions push past this limitation along two axes, both aimed at reaching
better solutions while keeping the search within a limited evaluation budget.

The first axis is the design of the search space itself. The set of reachable
candidates is not always given in advance, and reformulating or enlarging it can
improve the attainable solution more than any refinement of the search over a
fixed space. Several of our methods make the formulation of a richer space their

central contribution [10, 11].



The second axis is decomposition. A larger space is harder to search, and
exhausting it is out of the question under a limited budget, so we design the
search to match the space, imposing a hierarchy over candidates or breaking
the decision into smaller units solved one at a time [10, 12-14].

These contributions span the safety, scientific use, and efficient deployment
of modern models. The methods are validated on real tasks ranging from ad-
versarial attacks on language models to the compression of billion-parameter
networks, and beyond these specific results they offer transferable principles for
high-dimensional black-box discrete optimization. In the sections that follow,

we detail these contributions and outline the organization of the dissertation.

1.1 Thesis organization

Following this introduction, Chapter 2 establishes the formal setting for the dis-
sertation, defining the discrete optimization problem that underlies the chapters
and reviewing the methodology they share.

Chapters 3 and 4 address the safety of language models. In Chapter 3, we
develop query-efficient black-box adversarial attacks on discrete sequential data,
finding a minimally edited input that induces a misprediction with few queries
to the victim model, scaling Bayesian optimization to the high-dimensional
edit space by revising the input block by block to raise the attack criterion [12].
Building on the theme of safety, Chapter 4 studies black-box red teaming, where
the goal is to uncover a diverse set of inputs that elicit harmful responses. We
propose a larger search space of inputs reachable by editing a user input pool
and search it efficiently with a hierarchy over candidates [10].

Chapter 5 turns to scientific design. We consider the design of biological
sequences that advance several objectives at once, where each evaluation is
in principle a costly experiment. We train a policy that directly optimizes a
batch acquisition score over the combinatorial space, imitating a greedy rule to

assemble the batch for parallel evaluation [13].



Chapters 6 and 7 address efficient deployment through weight-only post-
training quantization. In Chapter 6, we enlarge the space of bit allocation with
a suite of fractional-bit quantizers and a joint choice of layer fusion, solving
the allocation with an integer linear program [11]. Chapter 7 extends mixed-
precision allocation to Mixture-of-Experts models, whose many experts make
the allocation far larger than the dense case, through a bi-level allocator that
ranks assignments within each block by a cheap proxy and allocates the budget
across blocks by optimizing the quality score directly [14].

Finally, Chapter 8 summarizes our contributions, discusses their broader

implications, and outlines directions for future research.



Chapter 2

Preliminary

This chapter gives a formal account of the problem that unifies the dissertation.
The technical chapters study different tasks, from probing the safety of language
models to compressing them for deployment, yet all instantiate a single prob-
lem, the optimization over a high-dimensional discrete space under expensive
evaluation. We state this problem (Section 2.1), describe how the chapters in-
stantiate it (Section 2.2), review Bayesian optimization, and the tool that recurs

across several chapters (Section 2.3).

2.1 Problem formulation

Let X be a large finite discrete search space, let f : X — R be an objective, and

let ¢ : X — R encode a feasibility requirement. We consider the constrained
discrete optimization problem

inimize 2.1

minimize f(x) (2.1)

subject to c(z) < T.



Each task in this dissertation can be cast in this form. A maximization objective
g corresponds to f = —g, and a task without feasibility requirement to a vacuous
constraint.

In the tasks we study, two features make Problem (2.1) hard, and both
worsen with the scale of the task. First, X is too large to enumerate. Second,
each evaluation is costly, whether of the objective f or the constraint c¢. We
therefore solve Problem (2.1) under a limited evaluation budget B, the number

of expensive evaluations a method may spend.

2.2 Instantiations across chapters

Table 2.1 summarizes how the technical chapters instantiate Problem (2.1).
The first three columns specify each task at the level of the problem. The last
records what a method actually models or optimizes, which need not be f itself.
A method may treat the constraint as a penalty, or optimize a proxy. This gap
takes a different form in each chapter.

Two motifs recur, the same two axes along which Chapter 1 frames the
contributions. The first is the design of the search space. In several tasks the
principal difficulty is not the algorithm that searches a given space but the
definition of the space itself, since the choice of X fixes which solutions are
reachable at all. The second is decomposition. When the space is too large to
confront monolithically, it is fruitful to decompose it, through a hierarchy over
candidates or a split of the decision into smaller units handled one at a time.
Both are ways of coping with the combinatorial growth of X.

The evaluation that consumes the budget is of two kinds. In four tasks it
is the cost of running a model, querying a target model (Chapters 3, 4) or
a forward pass of a quantized model (Chapters 6, 7). In the remaining task
(Chapter 5) it is a wet-lab experiment, a physical simulation, or a learned
surrogate model. In every case, the evaluation is expensive relative to the size

of X, so the number of evaluations is the resource to conserve.
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inputs failure cases pool w/ edit) surrogates, optimizing toxicity

cases and decom- score with weighted diversity
position penalty.
(hierarchy)

5 A set of Negative N/A Decomposition The batch acquisition for

sequences hypervol- (sequential hypervolume improvement is
ume of the greedy) maximized by a learned
set greedy policy.

6 A joint Quantization Memory / New space A linear surrogate of the
quantizer quality latency (quantizer quality loss is minimized.
and fusion loss budget and fusion)

assignment

7 A quantizer

assignment

Quantization Memory

quality

loss

budget

Decomposition

(hierarchy)

Inner stage, an MoE
block-wise proxy is minimized.
Outer stage, the quality loss is

minimized directly.

Table 2.1: How the technical chapters instantiate Problem (2.1). The strategy

column marks whether a chapter proposes a new search space, applies decom-

position, or both.

2.3 Bayesian optimization

Bayesian optimization (BO) maximizes a black-box function i : A — R whose

evaluations are expensive, under a limited number of them [15, 16]. It underlies

three chapters (Chapters 3, 4, 5), each casting its task as a search over a discrete

space under a query budget.



BO maintains a relatively cheaper statistical surrogate model of h, fit to the
evaluations seen so far, and an acquisition function that scores candidates by
the utility of evaluating them. It first evaluates a few points at random, then
repeats three steps. It fits the surrogate to the evaluation history D = {(Z;,9; =
h(z;))},, computes the acquisition function from the resulting posterior, and
evaluates the maximizer of the acquisition, appending it to D. After a fixed
number of evaluations it returns the point with the largest observed h.

A Gaussian process (GP) is the common choice of surrogate [17]. A GP
assumes that the values of h on any finite set X C A are jointly Gaussian,
h(X) ~ N(u(X),2(X, X)), for a mean function p and a covariance function
3. Given the history D with inputs X and observations Y, the posterior of h

on X is again Gaussian, with mean and variance

E[h(X) | X,D] = £(X, X) £(X, X) 71V — u(X)) + p(X),

Var[h(X) | X,D] = £(X, X) — 2(X, X) 2(X, X)"!'%(X, X).

The acquisition function is computed from this posterior. A common choice is
the expected improvement, EI(z | D) = E[max(h(x)—h™,0) | z, D], where h™ is
the largest value observed so far [16]. Because the acquisition is computed from
the surrogate rather than from A itself, the search spends its limited evaluations
on the points most likely to be informative.

Applying BO in the high-dimensional discrete spaces of this dissertation,
rather than the continuous domains, raises two difficulties that the chapters
address. The first is scalability, as the surrogate and the search degrade when
the dimension grows, which Chapter 3 addresses by block-wise sequential opti-
mization. The second is that maximizing the acquisition is itself a combinatorial
optimization over the large discrete search space, which Chapters 4 and 5 ad-

dress by decomposition.



Chapter 3

Query-Efficient and Scalable
Black-Box Adversarial Attacks on
Discrete Sequential Data via
Bayesian Optimization

3.1 Introduction

In recent years, deep neural networks on discrete sequential data have achieved
remarkable success in various domains including natural language processing
and protein structure prediction, with the advent of large-scale sequence models
such as BERT and XLNet [18, 19]. However, these networks have exhibited
vulnerability against adversarial examples that are artificially crafted to raise
network malfunction by adding perturbations imperceptible to humans [20, 21].
Recent works have focused on developing adversarial attacks in the black-box
setting, where the adversary can only observe the predicted class probabilities
on inputs with a limited number of queries to the network [22, 23]. This is a more
realistic scenario since, for many commercial systems [24, 25], the adversary can

only query input sequences and receive their prediction scores with restricted



resources such as time and cost.

While a large body of works has proposed successful black-box attacks in
the image domain with continuous attack spaces [26, 27|, developing a query-
efficient black-box attack on discrete sequential data is quite challenging due to
the discrete nature of their attack spaces. Some prior works employ evolutionary
algorithms for the attack, but these methods require a large number of queries
in practice [22, 28]. Most of the recent works are based on greedy algorithms
which first rank the elements in an input sequence by their importance score
and then greedily perturb the elements according to the pre-computed ranking
for query efficiency [21, 23, 29]. However, these algorithms have an inherent
limitation in that each location is modified at most once and the search space
is severely restricted [30].

To this end, we propose a Blockwise Bayesian Attack (BBA) framework, a
query-efficient black-box attack based on Bayesian Optimization. We first intro-
duce a categorical kernel with automatic relevance determination (ARD), suited
for dynamically learning the importance score for each categorical variable in
an input sequence based on the query history. To make our algorithm scalable
to a high-dimensional search space, which occurs when an input sequence is
long, we devise block decomposition and history subsampling techniques that
successfully improve the query and computation efficiency without compromis-
ing the attack success rate. Moreover, we propose a post-optimization algorithm
that reduces the perturbation size.

We validate the effectiveness of BBA in a variety of datasets from different
domains, including text classification, textual entailment, and protein classi-
fication. Our extensive experiments on various victim models, ranging from
classical LSTM to more recent Transformer-based models [18, 31], demonstrate
state-of-the-art attack performance in comparison to the recent baseline meth-
ods. Notably, BBA achieves higher attack success rate with considerably less

modification rate and fewer required queries on all experiments we consider.
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3.2 Related works

3.2.1 Black-box attacks on discrete sequential data

Black-box adversarial attacks on discrete sequential data have been primar-
ily studied in natural language processing (NLP) domain, where an input text
is manipulated at word levels by substitution [22]. A line of research exploits
greedy algorithms for finding adversarial examples, which defines the word re-
placement order at the initial stage and greedily replaces each word under this
order by its synonym chosen from a word substitution method [21, 23, 29, 32,
33]. Ren et al. [23] determine the priority of words based on word saliency and
construct the synonym sets using WordNet [34]. Jin et al. [21] construct the
word importance ranking by measuring the prediction change after deleting
each word and utilize the word embedding space from Mrksié et al. [35] to iden-
tify the synonym sets. The follow-up work of Maheshwary et al. [29] proposes a
query-efficient word ranking algorithm that leverages attention mechanism and
locality-sensitive hashing. Another research direction is to employ combinato-
rial optimizations for crafting adversarial examples [22, 28]. Alzantot et al. [22]
generate adversarial examples via genetic algorithms. Zang et al. [28] propose
a particle swarm optimization-based attack (PSO) with a word substitution

method based on sememes using HowNet [36].

3.2.2 Bayesian optimization

While Bayesian optimization has been proven to be remarkably successful for
optimizing black-box functions, its application to high-dimensional spaces is
known to be notoriously challenging due to its high query complezity. There
has been a large body of research that improves the query efficiency of high-
dimensional Bayesian optimization. One major approach is to reduce the effec-
tive dimensionality of the objective function using a sparsity-inducing prior for
the scale parameters in the kernel [37, 38]. Several methods address the problem

by assuming an additive structure of the objective function and decomposing
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it into a sum of functions in lower-dimensional disjoint subspaces [39, 40]. Ad-
ditionally, a line of works proposes methods that perform multiple evaluation
queries in parallel, also referred to as batched Bayesian optimization, to further
accelerate the optimization [41, 42].

Another challenge in Bayesian optimization with Gaussian processes (GPs)
is its high computational complexity of fitting surrogate models on the evalu-
ation history. A common approach to this problem is to use a subset of the
history to train GP models [43, 44]. Seeger et al. [43] greedily select a training
point from the history that maximizes the information gain. Chalupka et al.
[44] choose a subset of the history using Farthest Point Clustering heuristic [45].

Many Bayesian optimization methods have focused on problem domains
with continuous variables. Recently, Bayesian optimization on categorical vari-
ables has attained growing attention due to its broad potential applications
to machine learning. Baptista and Poloczek [46] use Bayesian linear regression
as surrogate models for black-box functions over combinatorial structures. Oh
et al. [37] propose a Bayesian optimization method for combinatorial search

spaces using GPs with a discrete diffusion kernel.

3.2.3 Adversarial attacks via Bayesian optimization

Several works have proposed query-efficient adversarial attacks using Bayesian
optimization in image and graph domains, but its applicability to discrete se-
quential data has not yet been explored. Shukla et al. [47], Ru et al. [48] leverage
Bayesian optimization to attack image classifiers in a low query regime. Shukla
et al. [47] introduce a noise upsampling technique to reduce the input dimen-
sions of image spaces for the scalability of Bayesian optimization. A concurrent
work of Ru et al. [48] proposes a new upsampling method, whose resize factor
is automatically determined by the Bayesian model selection technique, and
adopts an additive GP as a surrogate model to further reduce the dimensional-
ity. Recently, Wan et al. [49] propose a query-efficient attack algorithm against

graph classification models using Bayesian optimization with a sparse Bayesian
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linear regression surrogate. While these Bayesian optimization-based methods
find adversarial examples with any perturbation size below a pre-defined thresh-
old, we further consider minimizing the perturbation size, following the practice

in the prior works in NLP [21, 23, 28, 29].

3.3 Preliminaries

3.3.1 Problem formulation

To start, we introduce the definition of adversarial attacks on discrete sequential
data. Suppose we are given a target classifier fy : X' — RM| which takes
an input sequence of [ elements s = [wp, ..., wi_1] € X' and outputs a logit
vector used to predict its ground-truth label y € ). For NLP tasks, s is a
text consisting of words w; from a dictionary X. Our objective is to craft an
adversarial sequence s,q, that misleads fy to produce an incorrect prediction
by replacing as few elements in the input sequence s as possible. Formally, this
can be written as the following optimization problem:
mi;/lér;llize d(s,s)

subject to L(fy(s"),y) >0, (3.1)

where d is a distance metric that quantifies the amount of perturbation between
two sequences (e.g., Hamming distance) and £(fp(s),y) = max, ey 2y fo(8)y —
fo(s)y denotes the attack criterion. In this paper, we consider the score-based
black-box attack setting, where an adversary has access to the model prediction
logits with a limited query budget, but not the model configurations such as
network architectures and parameters.

To make the adversarial perturbation imperceptible to humans, the modi-
fied sequence should be semantically similar to the original sequence and the
perturbation size should be sufficiently small [23]. However, minimizing only

the perturbation size does not always ensure the semantic similarity between
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Figure 3.1: The overall process of BBA. A green arrow with a dataset Dzub
denotes the Bayesian optimization step for the block My using DZ“b as the

initial dataset.

the two sequences. For example, in the NLP domain, even a single word re-
placement can completely change the meaning of the original text due to the
characteristics of natural languages. To address this, we replace elements with
ones that are semantically similar to generate an adversarial example, which
is a standard practice in the prior works in NLP. Concretely, we first define a
set of semantically similar candidates C(w;) C X for each i-th element w; in
the original sequence. In the NLP domain, this can be found by existing word
substitution methods [21, 23, 28]. Then, we find an adversarial sequence in their
product space Hé;(l)c (w;) C XL

We emphasize that the greedy-based attack methods have the restricted
search spaces of size Zﬁ;(l] |C(w;)] — 1 4+ 1. In contrast, our search space is of

cardinality | Hé;(l) C(w;)|, which is always larger than the greedy methods.

3.4 Methods

In this section, we introduce the proposed Blockwise Bayesian Attack (BBA)
framework. Instead of optimizing Equation (3.1) directly, we divide the opti-
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mization into two steps. First, we conduct Bayesian optimization to maximize
the black-box function £(fs(-),y) on the attack space S = Hé;(l) C(w;) until find-
ing an adversarial sequence s,qy, which is a feasible solution of Equation (3.1).
This step can be formulated as

ma;;ielglize L(fa(s),y). (3.2)
Second, after finding a valid adversarial sequence s,q, that satisfies the attack
criterion £(fg(Sadv),y) > 0, we seek to reduce the Hamming distance of the
perturbed sequence from the original input while maintaining the constant fea-
sibility.

Note that Equation (3.2) is a high-dimensional Bayesian optimization prob-
lem on combinatorial search space, especially for datasets consisting of long
sequences. However, the number of queries required to obtain good coverage of
the input space, which is necessary to find the optimal solution, increases expo-
nentially with respect to the input dimensions due to the curse of dimensionality
[15]. This high query complexity is prohibitive for query-efficient adversarial at-
tacks. Furthermore, even in a low-dimensional space, the high computational
complexity of training GP models in Bayesian optimization can drastically slow
down the runtime of the algorithm as the evaluation history becomes larger.
Fitting the GP model requires the matrix inversion of the covariance matrix
K(X,X), whose computational complexity is O(n?®), where n is the number of
evaluations so far.

To this end, we first introduce the surrogate model and the parameter fitting
method which are suitable for our high-dimensional combinatorial search space.
Next, we propose two techniques to deal with the scalability issues that arise
from the high query and computational complexity of Bayesian optimization.
Lastly, we introduce a post-optimization technique that effectively minimizes

the perturbation size of an adversarial sequence.
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3.4.1 Surrogate model and GP parameter fitting

Choosing an appropriate kernel that captures the structure of the high-
dimensional combinatorial search space is the key to the success of our GP-
based surrogate model. We use a categorical kernel' with automatic relevance
determination (ARD) to automatically determine the degree to which each in-

put dimension is important [50]. The kernel has the following form:

1
KcatE( (1) — O.fHeXp ( ;’lﬂ]) ,

where 0]20 is a signal variance, (3; is a length-scale parameter corresponding to
the relevance of i-th element position. This implies that the kernel regards a
sequence pair sharing a larger number of elements as a more similar pair. The
GP parameter B; is estimated by maximizing the posterior probability of the

evaluation history under a prior using the gradient descent with Adam [51].

3.4.2 Techniques for scalability

To achieve a scalable Bayesian optimization algorithm, we decompose an in-
put sequence into disjoint blocks of element positions and optimize each block
in a sequential fashion for several iterations using data subsampled from the

evaluation history corresponding to the block.

Block decomposition

We divide an input sequence of length [ into [I/m] disjoint blocks of length
m. Each k-th block M}, consists of consecutive indices [km, ..., (k+ 1)m — 1].
We sequentially optimize each block for R iterations, rather than updating all
element positions concurrently. For each iteration, we set the maximum query

budget to N when optimizing the block M. While the dimension of the attack

"https://botorch.org/api/_modules/botorch /models,/kernels/categorical.html
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Algorithm 1 SoD(D, N), Subset of Data method

Input: The evaluation history D, the size of subsamples N.
if |D| < N then
Return D.
end if
Initialize the dataset Dgyp, <— {so} where s is randomly sampled from D.
while |Dyyp| < N do
Select the farthest sequence.
Sfar ¢ AIGMAX,cp\p, , [Minyep,,, d(s, s')]
Update the dataset Dgyt, < Dgub U {Star }-
. end while
10: Return Dgyp,.

© ®

space Hé;(l) C(w;) grows exponentially as [ increases, the block decomposition
makes the dimension of the search space of each Bayesian optimization step
independent of I and upper bounded by (Crnax)™, Where Crax £ max;ep [Cy is
the size of the largest synonym set.

At the start of each iteration, we assign an importance score to each block,
which measures how much each block contributes to the objective function
value. Then, we sequentially optimize blocks in order of highest importance
score for query efficiency. For the first iteration, we set the importance score of
each block to the change in the objective function value after deleting the block.
For the remaining iterations, we reassign the importance score to each block
M}, by summing the inverses of the length-scale parameters that correspond to

the element positions in My, i.e., Zz‘eMk 1/5;.

History subsampling

Here, we propose a data subsampling strategy suitable for our block decompo-
sition method. When we optimize a block M}, only the elements in M}, are up-
dated while the remaining elements are unchanged. Thus, in terms of the block
My, all sequences evaluated during the optimization steps for blocks other than

M), share the same elements, which do not provide any information on how
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much M}, affects the objective function value. To avoid this redundancy, we
consider utilizing only the sequences collected from the previous optimization
steps for M} as the evaluation history, denoted by Dy, when optimizing M.

On top of the strategy above, we further reduce the computational com-
plexity of Bayesian optimization by subsampling a dataset from the evaluation
history and training the GP surrogate model with the reduced dataset. We
adopt the Subset of Data (SoD) method with Farthest Point Clustering (FPC)
[44], a simple and efficient subsampling method widely used in the GP literature.
Concretely, we randomly sample an initial sequence from the evaluation history
and sequentially select the farthest sequence that maximizes the Hamming dis-
tance to the nearest of all sequences picked so far. The overall procedure is
shown in Algorithm 1. When optimizing a block M}, at each iteration, we select
a subset Dz‘ﬂ’ from the evaluation history Dy via the subsampling algorithm
above and proceed with the Bayesian optimization step for M} using Diub as
the initial dataset for the GP model training.

Here, we simply set the initial subset size to N, which is the same as
the maximum query budget when optimizing the block M. Thus, the size of
the dataset DZ“b during a single block optimization step is upper bounded by
O(Ny). Therefore, we can write the complexity of the GP model fitting step
when optimizing a block by O((maxj, Ni)?), which is independent of the total

number of evaluations, n.

Acquisition maximization considering batch diversity via determi-

nantal point process

We utilize expected improvement as the acquisition function, which is defined
as El(z) = E[max(g(s) — gp,0)], where g}, = max, y ¢ is the largest value
evaluated so far.

To further enhance the runtime of the Bayesian optimization algorithm, we

evaluate a batch of sequences parallelly in a single round, following the prac-
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Algorithm 2 PostOpt(s, sadv, Dsub, Nposts Vb)

1: Input: The original sequence s, an adversarial sequence s,qv, the evaluation
dataset Dg,, subsampled from the evaluation history, the query budget
Npost, and the batch size Ny,
2: Initialize N, <~ Npost-
3: while N, > 0 do
Fit GP parameters to maximize the posterior probability distribution on
Dgup-

5. Select a batch B of the size min(Ny, N,) from B (s, dm (s, Sadqv) — 1) N
B (Sadv, ) according to the acquisition function and the DPP.

6:  Evaluate the batch Dyaten = {(s, L(fo(s'),y)}seB-

7. Update the dataset Dgup, < Dgsub U Dpatch-

8: Ny < Ny — ’Dbatch"

9: if B has an adversarial sequence then

10: Update s,qv to the best adversarial sequence in B.
11: N, Npost'

12:  end if

13: end while
14: Return s,qy.

tice in Wang et al. [42]. We sample an evaluation batch B via a Determinantal
Point Process (DPP), which promotes batch diversity by maximizing the deter-
minant of its posterior variance matrix Var(g(B) | D) [52]. Concretely, we first
select sequences with top-7' acquisition values in the 1-Hamming distance ball
Br(sp, 1) of the best sequence s}, evaluated so far. Then, we greedily choose

Ny sequences among the top-T' sequences that maximize the determinant.

3.4.3 Post-optimization for perturbation reduction

Since we do not consider the perturbation size during the first step of BBA,
we conduct a post-optimization step to reduce the perturbation size. To this
end, we optimize for a sequence near the current adversarial sequence s,qy that
stays adversarial and has a smaller perturbation than s,qy. To achieve this,
we search an adversarial sequence in a reduced search space By (s, dg (s, Sady) —

1)NBr (Sadv, ), where r controls the exploration size. We also conduct Bayesian
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Notations

Dy, The evaluation history corresponding to the block Mj.

Dzub The evaluation dataset subsampled from the evaluation history.
Ey Exploration budget when optimizing the block Mj,.

Ny, Query budget when optimizing the block M.

Npost Query budget for the post-optimization process.

Ny The batch size.

S(s', M) The attack space when optimizing the block M}, with an initial sequence s'.
Formally, S(s', M) = {s" € [T.20 C(w}) | w!! = w] for i ¢ My}.
5\ My The subsequence of s corresponding to the index set [I] \ M.

Formally, s\y7, = (wi)ie[l]\l\lk-

Table 3.1: Notations used in Algorithm 3

optimization for the post-optimization step. We leverage the evaluation history
collected during the first step of BBA and subsample an initial dataset for the
GP model training from the history. If we find a new adversarial sequence during
this step, we replace the current adversarial sequence with the new sequence and
repeat the step above until we cannot find a new adversarial sequence using the
query budget Npos after the most recent update. The overall post-optimization
procedure is summarized in Algorithm 2.

Figure 3.1 illustrates the overall process of BBA. Please refer to Algorithm 3
for the more detailed overall algorithm of BBA.
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Algorithm 3 The overall algorithm of BBA.

1:

Input: The original sequence s, its label y, blocks { My}, a target classifier
fo and the attack criterion L.

2: Initialize the current sequence scy; < S.
3: Initialize the evaluation history Dy + 0 for all K =0,1,...,1/m — 1.

*®

10:
11:
12:
13:
14:
15:
16:
17:

18:

19:
20:
21:
22:
23:
24:
25:
26:

Initialize the importance score oy, < [L(fa(s),y) — L(fo(s\nr,),y)| for all
kE=0,1,...,1/m— 1.
for ITER =0to R—1do
Sort the block indices [0,...,I/m — 1] to [0, -,V /m-1] in order of de-
creasing importance score.
for k in [y0,...,%/m-1] do
Initialize the evaluation dataset D§"™ <« SoD(Dg, Ni) (See Algo-
rithm 1)
Evaluate FEj sequences randomly sampled from the attack space
S(Scur, M) and append them to Dzub and Dy.
Update the remaining budget N, + N — E}.
while N, > 0 do
Update scur to the best sequence evaluated so far.
if £(fo(Scur),y) > 0 then
Return PostOpt(s, scur, SOD(Dg, Ni), Npost, Np). (Algorithm 2)
end if
Fit the GP parameters on Diub.
Select the sequence set T of top-T acquisition value in By (Scur, 1) N
S(Scura Mk)
Greedily select a batch B of size min(Ny, N;) from 7 that maximizes
its DPP prior.
Evaluate the batch B and append them to DZ“b and Dy.
Update the remaining budget N, < N, — min(Np, N;).
end while
end for
Fit the GP parameters on (J;,, SoD(Dy, Ny).
Update the importance score aj, EiEMk 1/5;.
end for
Return The best sequence Spest in | Jj, Dy
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Figure 3.2: The cumulative distribution of the number of queries required for
the attack methods against a BERT-base model on the Yelp dataset. We use

the HowNet based word substitution when comparing our method against LSH.

3.5 Experiments

We evaluate the performance of BBA on text classification, textual entail-
ment, and protein classification tasks. We first provide a brief description of the
datasets, victim models, and baseline methods used in the experiments. Then,
we report the performance of BBA compared to the baselines. Our implementa-

tion is available at https://github.com/snu-mllab/DiscreteBlockBayesAttack.

3.5.1 Datasets and victim models

To demonstrate the wide applicability and effectiveness of BBA, we conduct
experiments on various datasets in the NLP and protein domain. In the NLP
domain, we use sentence-level text classification datasets (AG’s News, Movie
Review), document-level classification datasets (IMDB, Yelp), and textual en-
tailment datasets (MNLI, QNLI) [53-57]. In the protein domain, we use an
enzyme classification dataset (EC) with 3-level hierarchical multi-labels [58].
Note that a protein is a sequence of amino acids, each of which is a discrete
categorical variable.

We consider multiple types of victim models to attack, including bi-
directional word LSTM, ASGD Weight-Dropped LSTM, fine-tuned BERT-base
and BERT-large, and fine-tuned XLNet-base and XLNet-large [18, 19, 31, 59].
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Dataset  Model ~ Method ASR (%) MR (%) Qus  Dataset  Model — Method ASR (%) MR (%) Qus  Dataset  Model  Method ASR (%) MR (%) Qs

AG BERT-base PWWS 57.1 18.3 367 AG BERT-base TF 84.7 24.9 346 AG BERT-base PSO 67.2 21.2 65860
BBA 77.4 17.8 217 BBA 96.0 18.9 154 BBA 70.8 15.5 5176
LSTM PWWS 8.3 16.4 336 LSTM TF 94.9 17.3 228 LST™M PSO 71.0 19.7 44956
BBA 83.2 15.4 190 BBA 98.5 16.6 142 BBA 71.9 13.7 3278
MR XLNet-base PWWS 83.9 14.4 143 MR XLNet-base TF 95.0 18.0 101 MR XLNet-base PSO 91.3 18.6 4504
BBA 87.8 14.4 7 BBA 96.3 16.2 68 BBA 91.3 11.7 321
BERT-base PWWS 82.0 15.0 143 BERT-base TF 89.2 20.0 115 BERT-base PSO 90.9 17.3 6299
BBA 88.3 14.6 94 BBA 95.7 16.9 67 BBA 90.9 12.4 403
LSTM PWWS 94.2 13.3 132 LSTM TF 98.2 13.6 72 LSTM PSO 94.4 15.3 2030
BBA 94.2 13.0 67 BBA 98.2 13.1 54 BBA 94.4 11.2 138
(a) WordNet (b) Embedding (c) HowNet

Table 3.2: Attack results for XLNet-base, BERT-base, and LSTM models on

sentence-level classification datasets.

Dataset Method ASR (%) MR (%) Qrs Dataset Method ASR (%) MR (%) Qrs  Dataset Method ASR (%) MR (%) Qrs

IMDB  PWWS 97.6 4.5 1672 IMDB TF 99.1 8.6 712 IMDB PSO 100.0 3.8 113343
BBA 99.6 4.1 449 BBA 99.6 6.1 339 BBA 100.0 3.3 352
LSH 96.3 5.3 557 LSH 98.5 5.0 770 LSH 98.7 3.2 640
BBA 98.9 4.8 372 BBA 99.8 4.9 413 BBA 99.8 3.0 411

Yelp PWWS 94.3 7.6 1036 Yelp TF 93.5 11.1 461 Yelp PSO 98.8 10.6 86611
BBA 99.2 7.4 486 BBA 99.8 9.6 319 BBA 98.8 8.2 283
LSH 92.6 9.5 389 LSH 94.7 8.9 550 LSH 93.9 8.0 533
BBA 98.8 8.8 271 BBA 99.8 8.6 403 BBA 98.2 7.4 353
(a) WordNet (b) Embedding (c) HowNet

Table 3.3: Attack results for BERT-base models on document-level classification

datasets.

3.5.2 Baseline methods

In the NLP domain, we compare the performance of BBA against the state-
of-the-art methods such as PWWS, TextFooler, LSH, BAE, and PSO, the first
four of which are greedy-based algorithms [21, 23, 28, 29, 32]. Note that PWWS,
TextFooler, BAE, and PSO have different attack search spaces since they uti-
lize different word substitution methods (WordNet, Embedding, BERT masked
language model, and HowNet, respectively) [34-36]. For a fair comparison, we
follow the practice in Maheshwary et al. [29] and compare BBA against each
baseline individually under the same attack setting (e.g., word substitution

method, query budget) as used in the baseline. We also note that LSH lever-
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Level 0 Level 1 Level 2

Method ASR MR Qrs ASR MR Qrs ASR MR Qrs

TF 83.8 3.2 619 85.8 3.0 584  89.6 2.5 538
BBA  99.8 2.9 285 99.8 2.3 293 100.0 2.0 231

Table 3.4: Attack results against AWD-LSTM models on the protein classifica-
tion dataset EC50 level 0, 1, and 2.

ages additional attention models, each of which is pre-trained on a different
classification dataset.

For the protein classification task, we compare BBA with TextFooler. To
define its attack space, we exploit the experimental exchangeability of amino
acids [60], which quantifies the mean effect of exchanging one amino acid to a
different amino acid on protein activity, as the measure of semantic similarity.
Then, we define a synonym set for each amino acid by thresholding amino acids
with the experimental exchangeability and set the attack space to the product
of the synonym sets. As in the NLP domain, we compare BBA with the baseline

under the same experimental setting as used in the baseline.

3.5.3 Attack performance

We quantify the attack performance in terms of three main metrics: attack suc-
cess rate (ASR), modification rate (MR), and the average number of queries
(Qrs). The attack success rate is defined as the rate of successfully finding mis-
classified sequences from the original sequences that are correctly classified,
which directly measures the effectiveness of the attack method. The modifica-
tion rate is defined as the percentage of modified elements after the attack,
averaged over successfully fooled sequences. This rate is formally written by
E[du (s, Saav)/len(s)], which quantifies the distortion of the perturbed sequences
from the original. The average number of queries, computed over all sequences

being attacked, represents the query efficiency of the attack methods.
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Both success

Model Method ASR (%) MR (%) Qrs MR (%) Qrs

BERT-base PWWS 57.1 18.3 367 17.8 311
BBA 77.4 17.8 217 14.0 154

LSTM PWWS 78.3 16.4 336 16.1 311
BBA 83.2 15.4 190 14.4 163

Table 3.5: Attack results of BBA with and without batch update using the
WordNet-based word substitution against BERT-base and LSTM models on the
sentence-level classification datasets. ‘Top-N,’ denotes the greedy-style batch

update that chooses sequences of top-IV, acquisition values.

BERT-base LSTM
Dataset Method ASR (%) Qrs ASR (%) Qrs
AG w/o batch 76.1 126 73.5 127

w/ batch, Top-Ny 75.9 133 74.3 127
w/ batch, DPP 77.4 124 83.2 86

MR w/o batch 88.5 26 93.9 18

w/ batch, Top-N 87.1 28 93.6 20
w/ batch, DPP 88.3 25 94.2 17

Table 3.6: Attack results on the AG’s News. MR and Qrs of ‘both success’ are
averaged over the texts that both PWWS and BBA successfully fooled.

The main attack results on text classification tasks are summarized in Ta-
bles 3.2 and 3.3. The results show that BBA significantly outperforms all the
baseline methods in all the evaluation metrics for all datasets and victim mod-
els we consider. Figure 3.2 shows the cumulative distribution of the number
of queries required for the attack methods against a BERT-base model on the
Yelp dataset. The results show that BBA finds successful adversarial texts using
fewer queries than the baseline methods.

Moreover, Table 3.4 shows that BBA outperforms the baseline method by

a large margin for the protein classification task, which shows the general ap-
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Figure 3.3: The cumulative runtime versus the number of queries plot. HS in
the legend denotes history subsampling, and m = k in the legend denotes block
decomposition with the block size k.

plicability and effectiveness of BBA on multiple domains.

For a direct comparison with a baseline, one can compute the MR and
Qrs over the texts that both BBA and the baseline method are successful on.
Table 3.5 shows that BBA outperforms PWWS in MR and Qrs on samples that
both methods successfully fooled by a larger margin.?

To verify that BBA remains effective against recent large language models
used as classifiers, we additionally attack two instruction-tuned LLMs, Qwen3-
4B and Qwen2.5-7B-Instruct, on the MR and Yelp datasets using the WordNet-
based word substitution and comparing against PWWS. Each LLM is turned
into a zero-shot classifier through a fixed werbalizer prompt: the review is
wrapped in a chat-template instruction that asks the model to classify it (e.g.,
as “positive” or “negative”), and the class score is obtained from a single
forward pass as a softmax over the answer-position logits of the label words
(positive/negative for sentiment). Since no text is generated, the victim stays
a query-only black box and BBA applies without modification. Table 3.7 reports
the results. Consistent with our earlier findings, BBA attains a substantially

higher attack success rate while using far fewer queries than PWWS on both

2For BERT-base on AG, PWWS fools 267 texts, BBA fools 363 texts, and both commonly
fools 262 texts among 500 texts. For LSTM on AG, PWWS fools 354 texts, BBA fools 376
texts, and both commonly fools 349 texts among 500 texts.
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Both success

Model Dataset Method ASR (%) MR (%) Qrs MR (%) Qs
MR PWWS 66.0 13.7 151 13.5 143
=

Qwen3-4B BBA 75.4 15.0 89 13.1 70
Yel PWWS 43.9 8.6 1,414 8.6 878

P BBA 73.5 89 926 7.2 464

MR PWWS 66.3 13.5 153 13.4 139

Qwen2.5-7B-Instruct BBA 75.0 15.0 91 13.3 69
Yel PWWS 49.4 7.7 1,358 7.8 901

P BBA 68.2 9.2 975 7.0 513

Table 3.7: WordNet-based attacks on the recent instruction-tuned LLMs
Qwen3-4B and Qwen2.5-7B-Instruct, used as zero-shot classifiers via a ver-
balizer prompt, on the MR and Yelp datasets, comparing PWWS and BBA.
Under ‘Both success’, MR (%) and Qrs are averaged over the inputs that both
PWWS and BBA successfully attack.

models and both datasets. PWWS yields a slightly lower modification rate on
the full set of successful attacks; this is because BBA additionally succeeds on
harder inputs that PWWS fails to break, which raises its average modification
rate. Restricting the comparison to the inputs that both methods fool (‘Both
success’), BBA achieves both a lower modification rate and a markedly smaller
query count. These results confirm that the effectiveness and query efficiency

of BBA carry over to modern LLM-based classifiers.

3.5.4 Ablation studies
The effect of DPP in batch update

To validate the effectiveness of the DPP-based batch update technique, we
compare BBA with the greedy-style batch update which chooses the sequences
of top- Ny, acquisition values for the next evaluations. We do not utilize the post-
optimization process to isolate the effect of the batch update. Table 3.6 shows
that the batch update with DPP consistently achieves higher attack success rate
using fewer queries compared to the greedy-style batch update. Surprisingly, the
batch update with DPP achieves higher attack success rate using fewer queries

compared to ‘without batch update’ in AG’s News dataset.
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Figure 3.4: The cumulative distribution of the actual runtime required for the
attack methods against the XLNet-large model on the Yelp dataset.

The actual runtime analysis

To study the effectiveness of block decomposition and history subsampling tech-
inques on runtime, we choose two texts (123rd text of length 641 and 348th text
of length 40) from the texts that BBA iterates more than once until attack suc-
cess when attacking the Yelp dataset against BERT-base model. Figure 3.3
shows that block decomposition and history subsampling significantly reduces
the actual runtime as the number of queries increases. Note that the compar-
ison between the black and the blue curve of 348th text shows only the effect
of history subsampling since the block size is equal to the text length (single
block). In practice, attacking long documents against the robust model may
require a large number of queries and our techniques can effectively reduce the
actual runtime in that situation.

Figure 3.4 shows the cumulative distribution of the actual runtime required
for attack methods. The result shows that BBA consistently finds successful
texts faster than PWWS against the XLNet-large model on the Yelp dataset.
Note that one could further accelerate the kernel computations of Bayesian

optimization using a better computation resource such as a multi-GPU cluster.
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Table 3.8: Examples of the original and their adversarial sequences from Yelp
and EC50 against BERT-base models.

Document-Level Text Classification (Yelp) Label

Orig  Food is fantastic and exceptionally clean! My only complaint is I went there with my 2 small children and they were showing a very

. . Positive
inappropriate
BBA  Food is gorgeous and exceptionally unpolluted! My only complaint is I went there with my 2 small children and they were showing a very Nesative
inappropriate R rated movie! gative
TF  Food is fantastic and awfully clean! My only grievances is I turned there with my 2 small children and they were showing a very Negative
inappropriate R rated footage! 88
Protein Classification (EC50 level 0) Label
Orig  MATPWRRALLMILASQVVTLVKCLEDDDVPEEWLLLHVVQGQIGAGNYSYLRLNHEGKIILRMQSLRGDADLYVSDSTPHPSFDDYELQSVT
CGQDVVSIPAHFQRPVGIGIYGHPSHHESDFEMRVYYDRTVDQYPFGEAAYFTDPTGASQQQAYAPEEAAQEEESVLWTILISILKLVLEILF Non-Enzyme
BBA  MATPWRRALLMRLASQVVTLVKCLEDDDVPEEWLLLHVVQGQIGAGNYSYLRLNHEGKIILRMQSLRGDADLYVSDSTPHPSFDDYELQSVT
CGQDVVSIPAHFQRPVGIGIYGHPSHHESDFEMRVYYDWTVDWYPFGEAAYFTDPTGASQQQAYAPEEAAQEEESVLWTILISILKLVLEILF Enzyme
TF MATPWRRALLMILASQVVTLVKCLEDDDVPEEWLLLHVVQGQIGAGNYSYLRLNHEGKIILRMQSLRGDADLYVSDSTPHPSFDDYELQSVT
CGQDVVSIPAHFQRPVGIGIYGHPSHHESDFEMRVYYDRTVDQYPFGEWAYFCCGWGASQQQAYAPEEWWWFEESVLDTILISGLKLVLEILF Enzyme

3.5.5 Qualitative results

Attack examples of Yelp and EC50 datasets in Table 3.8 show that our method
successfully generates semantically consistent adversarial texts while baseline

methods generate adversarial sequences with high modification rates.

3.6 Conclusion

We propose a query-efficient and scalable black-box attack method on discrete
sequential data using Bayesian optimization. In contrast to greedy-based state-
of-the-art methods, our method can dynamically compute important positions
using an ARD categorical kernel during Bayesian optimization. Furthermore,
we propose block decomposition and history subsampling techniques to scale
our method to long sequences and large queries. Lastly, we develop a post-
optimization algorithm that minimizes the perturbation size. Our extensive ex-
periments on various victim models and datasets from different domains show
the state-of-the-art attack performance compared to the baseline methods. Our
method achieves a higher attack success rate with a significantly lower modifi-

cation rate and the number of queries throughout all our experiments.
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Chapter 4

Query-Efficient Black-Box Red
Teaming via Bayesian
Optimization

4.1 Introduction

Recently, generative models have demonstrated exceptional performance on a
broad range of generation tasks, including open-domain dialogue, prompt con-
tinuation, and text-to-image generation, thanks to the rise of large-scale models
such as BlenderBot, Gopher, GPT-3, PaLM, and Dall-E 2 [4, 61-64]. While uti-
lizing large models in commercial systems can provide significant benefits, it also
poses a risk of unexpectedly causing harm to users, such as the generation of
offensive responses or NSFW images [65, 66]. Thus, it is essential to identify
and prevent these failures before deployment to avoid severe ramifications to
society [67, 68].

The primary goal of red teaming is to identify many diverse positive test
cases which lead to model failures [69]. Due to the high computation cost of
large models during inference and the potential security risk of exposing the

model parameters, we consider the black-box scenario in which the red team
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Figure 4.1: Illustration of edit-based BRT. Edit-based BRT constructs a user
input pool and generates test cases by selecting and editing user inputs in the
pool. Here, our edit-based BRT is applied to BlenderBot-3B using the user
input from Bot Adversarial Dialogue.

can only observe the output of the victim model within a limited query budget
[70-72]. Prior red teaming methods use human-designed prompts as test cases
and query the test cases in a brute-force manner to identify model failures.
These approaches usually require a prohibitively large number of queries to the
victim model as they do not utilize any information from past evaluations during
the red teaming process [73-76]. A recent work proposes language model (LM)-
based red teaming methods, which construct a user input pool by zero-shot
generation method and utilize the user input pool to generate test cases that
are more likely to be positive. However, LM-based red teaming methods require
access to victim model outputs of entire user input pool, which is prohibitive
in the black-box setting [69].

To this end, we propose Bayesian red teaming (BRT), query-efficient black-
box red teaming methods based on Bayesian optimization (BO). First, BRT
constructs a user input pool that consists of user inputs generated by human

supervision or LM, e.g., utterances from the dialogue dataset or zero-shot gen-
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erated utterances (Figure 4.1). Then, BRT sequentially generates test cases
that lead to diverse positive test cases by choosing or editing user inputs from
a pre-defined user input pool. For each step, BRT utilizes past evaluations, to
fit a Gaussian Process (GP) model. Based on the GP model, BRT generates
the next test case most likely to be positive while encouraging diversity.

Our results demonstrate that BRT discovers a significantly larger number
of positive test cases with higher diversity than the baseline methods under
a limited query budget on various generations tasks, open domain dialogue,
prompt continuation, and text-to-image generation. Notably, edit-based BRT
discovers more than 3x larger number of positive test cases with higher diversity
than the baseline methods on the Bloom ZS user input pool against BlenderBot-

3B under a query limit of 20,000.

4.2 Preliminaries

4.2.1 Problem formulation

The main purpose of red teaming in this study is to discover as many diverse
positive test cases as possible and detect diverse failure modes with maximized
test coverage under a limited query access [69]. We consider a wvictim model
Gy : U — O which generates an output o € O for a given user input u € U. For
a given victim model Gy, a red teaming method constructs test cases T C U and
interacts with Gy to identify positive test cases that lead to offensive outputs.
To measure the offensiveness of generated outputs, we use a red team classifier
Ry :U x O — [—1,1] which calculates the red team score Ry(u,0) representing
the offensiveness of the output o given a user input u. Using the red team

classifier Ry, we define offensive outputs and positive test cases.

Definition 4.2.1. (Offensive outputs and positive test cases) Let Gy be a
victim model, and Ry be a red team classifier. We define an output o = Gy(u) €
O is offensive if Ry (u,0) > 0 and safe otherwise. We define a test caset € T C U
is positive if its corresponding output Gy(t) € O is offensive.

For open-domain dialogue model, such as BlenderBot, whose inputs and outputs
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are both texts, we can use the Bot Adversarial Dialogue (BAD) classifier, which
scores the offensiveness of a text, as the red team classifier by Ry(u,0) =
BAD(u || 0) where u || o denotes the concatenation of two texts u and o [61, 67].
Here, red team classifiers, such as the BAD classifier or Perspective API, also
can be used as the input offensiveness classifier vy : U — [—1, 1] which scores
the offensiveness 74(u) of a user input u, e.g., r¢(u) := BAD(u) [77]. Similar
to the offensiveness of outputs, we define a user input uw € U as offensive if
r(w) > 0 and safe otherwise. Table 4.1 shows examples of victim models and
their corresponding red team classifiers for various tasks considered in this work.
We assume that the victim model and the red team classifier are black-box.
This means that the red team has access to only the output of the victim model
and its red team score and has no knowledge of the architecture or parameters
of these models. The objective of black-box red teaming is to generate diverse
positive test cases as many as possible within a limited query budget Ng. By
Definition 4.2.1, the set of positive test cases T+ C T is formally written as
T+ ={teT| Ryt Go(t)) > 0}. Hence, the problem can be formulated as

ma%(icr{{lize 1T <— Z 1[Ry(t, Go(t)) > 0]) (4.1)

teT
subject to |T| = Ng,
Selt-BLEU®(T+) < D,
where Sel-BLEU®) score is a modified Self-BLEU metric that measures the
diversity of a text set, which we describe in Section 4.2.2, Ng is the query
budget, and D is the diversity budget for Self-BLEU®) score. Note that a

lower value of Self-BLEU®*) (7)) indicates that the positive test cases are more

diverse.

4.2.2 Evaluation metric for diversity

To compare the diversity of generated text sets containing the same number of

texts, Holtzman et al. [79] suggest Self-BLEU of a text set V' which averages the
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Task Victim Models Gy Red Team Classifier Ry User Input Pool # Utterances

Bloom ZS 1M
BlenderBot-3B, OPT-66B ZS 500 K
DEL-large, o ) ”

Open-Domain Dialogue G9 arfg,e‘, BAD Classifier [78] Empathetic Dialogues 63 K
DialoGPT-large,

Marv, and Friend chat ConvAl2 16 K

’ BAD 63 K

DailyDialog 72K

. . Perspective APT (Toxicity) N 100 K

Prompt Continuation GPT-3 Perspective AP (Profanity) Real Toxicity Prompts 100 K

Text-to-Image Generation Stable Diffusion Safety Filter OPT-66B ZS (T2I) 9K

Table 4.1: Outline of victim models Gy, their corresponding red team classifier
Ry, and user input pools on various tasks considered in our work. ZS denote
the user input pool generated by LM zero-shot.

BLEU score of each text ¢t € V using all other texts in V' \ {¢} as references. A
lower Self-BLEU score indicates a more diverse text set. This score is formulated

as

Sl-BLEU(V) = Epv i) BLEU(L, V \ {1})],

where Unif(V') is the uniform distribution on V', and BLEU(¢, V' \ {t}) is the
BLEU score with text t and a reference set V'\ {t} [80].

However, red teaming methods may discover a varying size of positive test
cases. A common workaround to compare the diversity of text sets of different
sizes is to evaluate the Self-BLEU score of k-subset sampled from each text
set [69]. This technique is equivalent to computing a single-sample estimator
for the average Self-BLEU of k-subsets of a text set, denoted by Sel-BLEU®),

which can be written as
Selt BLEU™ (V) 1= Eyy,_yyyq( (1) [SEBLEU(W)].
k

We estimate the average Self-BLEU score of 100 sampled k-subsets of the pos-

itive test case set to obtain an estimator with higher precision.

4.3 Methods

In this section, we describe BRT methods. We reformulate Problem (4.1) into

the following sequence of relaxed optimization problems to construct the test
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case set T = {t1, - ,tn,} in a sequential manner:

oyt = argmax £ (u; To) (1= Ry(u, Go(u) (4.2)
ueU\Trn N——
7(w)
— X Selt-BLEU® ({u} U TH) )
g(u;Tn)

where A > 0 is diversity trade-off coefficient and 7,, = {¢1,...,t,} is the current
test case set when 1 < n < Ng. In each step, we select the most probable test
case that maximizes Problem (4.2) based on our GP surrogate model described
in Section 4.3.1.

We simplify the notation and denote the objective function of Problem
(4.2) by Lx(u;Tp). Note that Problem (4.2) is an unconstrained maximization
problem with the grey-box objective £y (u;7,), which can be decomposed into
a black-box term f(u) and a white-box term g(u;7,) defined by

f(u) = Ry (u, Go(u)),
g(u; Ty,) = Selt-BLEU® ({u} U T,}).

Here, the value of the white-box term ¢(u; 7,,) can change each step as it depends
on T,. To capture this change in the white-box term ¢(u;7,), we model the
black-box term f(u) using a GP surrogate model and estimate the posterior
mean and variance of £y by incorporating the actual value of white-box function
g(u; Ty) in each step.

Proposition 4.3.1. The posterior mean and variance of Ly for a given eval-
uation history D = {(t;, f(t;))}I'.y can be obtained from the posterior mean
and variance of f computed by its GP surrogate model and the actual value of
g(u; Ty) as follows:

E[Lx(u) | uw, D] = E[f(u) | u, D]=Ag(u; Tn),
Var[Ly(u) | u, D] = Var[f(u) | u, D].

Proof. Since g(+;Tp) is a deterministic white-box function, E[g(u; 7y,) | u, D] =
g(u; Tp) and Var[g(u; Ty,) | w,D] = 0. Decomposing Ly (u) = f(u) — Ag(u; Tn),

35



the mean follows from linearity of expectation and the variance from the fact
that shifting by the constant Ag(u;7y) leaves it unchanged:

E[Lx(u) | u, D] = E[f(u) | u, D] = Ag(u; Tn),
Var[Ly(u) | u, D] = Var[f(u) | u, D],

where the variance follows since shifting by the constant Ag(u;T,) leaves it
unchanged. O

Using the posterior mean and variance of £ in Proposition 4.3.1, we can

compute the expected improvement score EI of £y for a user input u as
EL\(u | D) = E[max(Ly(u) — £1,0) | u, D],
where we define the reference term Ej\r as

L=  max [min(f(:),0) — Ag(ti; Tn)] -

=1,.,n

However, the set of all possible user inputs i/ is prohibitively large to be
considered as the search space to maximize the EI score. To address this, we
first construct a user input pool U that consists of utterances from dialogue
datasets or utterances zero-shot generated from LM [69, 81]. Constructing such
user input pool sets up a feasible search space for BO and provides enough
utterances to guide the GP surrogate model (|| > |[U| > Ng). We propose
BRT (s) and BRT (e), a standard version and an edit-based version of BRT,
respectively. BRT (s) directly searches positive test cases in the user input pool
using a GP surrogate model that models the black-box term f. BRT (e) extends
the search space to the e-ball of I/, denoted by Bc(U). We define B(U) as the
set of all possible user inputs generated using at most € edit operations starting
from user inputs in U{. Specifically, BRT (e) uses word replacement as the edit
operation. Since BRT (e) has a substantially larger search space, it includes
editor GP for efficient exploration.

For the rest of the section, we first introduce our GP surrogate model ap-
proximating the black-box term f. Next, we present several techniques to im-
prove the scalability of BO. Finally, we outline the overall algorithm of BRT
methods.
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4.3.1 GP surrogate model

To handle the discrete nature of texts, we extract continuous features c(u) €
R? and use SingleTaskGP of the BoTorch library! on the continuous feature
space to model the black-box term f(u). SingleTaskGP is a basic GP model
suitable for approximating a single scalar function on the continuous space [82].
It employs the Matern kernel with automatic relevance determination (ARD)
as the covariance function [83]. The resulting covariance function between two

user inputs w1, ug is written by

d v
Y(uy,ug) = o2 exp <Z le(u); ;C(uz)l’ ) ’
i=1 7

where o2

is a signal variance, v is a smoothness parameter, and 3; is a length-
scale parameter of the i-th feature component. We maximize the posterior prob-

ability of the evaluation history D by fitting the parameters.

4.3.2 Techniques for scalable BO

Since inverting the covariance matrix has a computational complexity of
O(|DJ?), the process of generic BOs can slow down significantly as the size
of the evaluation history |D| increases [84]. To this end, we utilize the Subset
of Data (SoD) method, which samples a subset Dgyp, of size Ny, by Farthest
Point Clustering (FPC) and fits the GP model using the subset Dgyy,, following
the practice of Lee et al. [12]. Additionally, instead of evaluating a single test
case in each step, we evaluate a batch of Np test cases for each step for further
speedup. Specifically, we construct the evaluation batch with a Determinantal
Point Process (DPP) to promote the diversity of the batch during the batch
selection [85, 86].

"https:/ /botorch.org/api/models.html#botorch.models.gp_regression.Single Task GP
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Notations

0O Parameters of the surrogate GP.
Ucu The user input pool.
Gog:U— O The victim model.

RQ‘)ZUXO%[*L”

The red team classifier.

f:U—1-1,1] The black-box red team score function. f(u) := Ry(u, Go(u)).
g:U— Ry The white-box diversity function. g(u; 7) = Selt-BLEU® ({u} U T+).
Ly:U—=R The objective function. £y (u) = f(u) — Ag(u; T).

EIy: U = Rxo The expected improvement of L.

Ej\r eR The reference term used in expected improvement.
DcUx[-1,1] The evaluation history.

Dewp €D The subsampled evaluation history used in BO steps.

Np eN Exploration budget.

Ng eN Query budget.

Np e N The batch size.

Ngp € N The maximum size of |Dgyp|.

D € Rxp The diversity budget.

A€ R Diversity trade-off coefficient.

Ainit € R>0 The initial value of .

pE€R> The amount of modification to A for each step.

0 €Rxg The capability of A-adaptation technique.

Table 4.2: Notations used in Algorithm 4

Adapting hyper-parameter A\

To guide the resulting positive test cases of BRT to satisfy the diversity budget

D of Problem (4.1), we initialize A to Ain;ix and adjust A adaptively based on

the diversity of the current positive test cases at each step. Concretely, we
multiply p > 1 to A when Selt-BLEU®)(T+) > D, and divide A by p when
Selt- BLEU®(T+) < D — 4.

Overall algorithm

The overall algorithm of BRT (s) and BRT (e) is shown in Algorithm 4 and
Algorithm 5, respectively.
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Algorithm 4 BRT (s)

1: Input: The user input pool u , the victim model Gy, the red team classifer
Ry.
Initialize 7~ ~ Unif(({ ).
Initialize D <« {(¢, f(t) }teT.
Initialize A < Aipit.
while |D| < Ng do
Sample Dgyy, of size Ngup, by SoD on D.
Fit GP parameters 6 to maximize the posterior probability distribution
on
Dgup- .
8:  Construct a batch B C U\ T of the size min(Np, Ng — |D|) according to
EI\(: | Dsup, @) scores and the DPP prior.
9:  Evaluate the batch Dyatcn = {(t, f(t)) }ieB-
10:  Update the test case set T < T U B.
11:  Update the evaluation history D <— D U Dypatch-
12: if Selt-BLEU®)(7+) > D then

13: A=A Xp.

14:  else if Self:BLEU®)(T+) < D — § then
15: A=A\ /p.

16:  end if

17:  Update the white-box terms {g(u; T)}

18:  Update the reference term [Z:\*' of EI,.
Ly + maxzer [min(f(t),0) + Ag(t; T)] -

19: end while

20: Return 7, 7.

weld

Notations

Oselect € O Parameters of the selector GP.

Ocdit € © Parameters of the editor GP.

B.(V) e-ball of a text set V.

D C U x B(U) x [-1,1] The evaluation history.

Dgup, C D The subsampled evaluation history used in BO steps.

Table 4.3: Distinct notations used in Algorithm 5 relative to Algorithm 4
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Algorithm 5 BRT (e)

1:

10:
11:
12:

13:

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:

26:
27:

Input: The user input pool u , the victim model Gy, the red team classifer
Ry.
Initialize 7~ ~ Unif(({ ).
Initialize D < {(¢,t, f(t) }reT-
Initialize A < Aipit.
while |D| < Ng do
Sample Dgyy, of size Ngup, by SoD on D.
Fit Oge1ect to maximize the posterior probability distribution on
{(, f(tedit))}(t,tedit,f(tedit))ebsub'
Fit 0.4it to maximize the posterior probability distribution on
{(tedlta f(tedlt))}(t,tedit,f(tedit))ebsub-
Construct a batch B € U \ T of the size min(Np, Ng —|DJ) according to
EI\(: | Dsub, Oselect) scores and the DPP prior.
Initialize Begit < 0, Dpaten < 0.
for t in B do
Compute the white-box terms {g(u; T) }ues. ({t})-
Find the best edit candidate t*%* € B.({t}) which maximizes EI(- |
Dsubv eedit) .
Evaluate t°Y. Dyt ¢ Dpaten U { (¢, 14, f(#°411)1,
Bodit <~ Bodit U {tedit}'
end for
Update the test case set 7 < T U Beqjt -
Update the evaluation history D < D U Dyagch-
if Selt-BLEU®)(T+) > D then
A=A Xp.
else if Self-BLEU®)(T+) < D — § then
A=A /p.
end if
Update the white-box terms {g(u;7T)}
Update the reference term Ei of El.
L3 + maxeer [min(f(t),0) + Ag(t; 7))
end while
Return 7, 7.

weluT"
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4.3.3 The process of BRT methods
Standard BRT: BRT (s)

To efficiently identify offensive test cases from a given user input pool, we use
past evaluations to fit a selector GP surrogate model for the black-box red team
score function f. Selector GP uses sentence embedding as its continuous feature
computed by a pre-trained transformer, i.e., c¢(u) = emb(u) € R? [87, 88].
The search step of BRT (s) begins by fitting selector GP using N test cases
randomly sampled from the user input pool U , where Np is the exploration
budget. It then repeatedly constructs a batch that maximizes acquisition score
EI, based on selector GP fitted on a cumulative set of past evaluations.

To adhere to the diversity constraint, we adjust the value of A adaptively
based on the diversity of the current positive test cases at each step. Algorithm 4

describes the procedure of BRT (s).

Edit-based BRT: BRT (e)

~

BRT (e) aims to maximize EI) in a larger search space B¢(U). However, it
is impractical to compute all acquisition scores in a brute-force manner. To
render the acquisition maximization process scalable, BRT (e) employs two GP
surrogate models, namely selector GP and editor GP, each serving a slightly

different function:

e Selector GP approximates the maximum value of the function f over
the set of edited user inputs B, ({u}), denoted as max,¢p,({u}) f(u'), for
uwel,

e Editor GP directly approximates the function value f(u) for u € B.(U).

By employing the selector GP and editor GP surrogate models, we divide the
acquisition maximization process into two stages. First, selector GP is used to
select the user input ¢ € U that is most likely to contain the maximizer of the

function f in its e-ball. Subsequently, the editor GP is utilized to identify the
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User Input Pool U Pearson Coeflicient

Bloom ZS 0.24
OPT-66B ZS 0.46
Empathetic Dialogues 0.35
ConvAlI2 0.41

Table 4.4: Pearson correlation coefficient between input offensiveness scores
{r¢(u)}, ey and red team scores { Ry (u, Gg(u))}, o on various user input pools
on open-domain dialogue task (refer to Table 4.1).

edited user input ¢4 ¢ B.({t}) that maximizes the acquisition score in the
e-ball of the selected user input t.

Unlike generic BOs, BRT (e) constructs the evaluation history D in a dif-
ferent way, using triplets of the form (t;, t¢4it, f(¢¢dit)), where ¢; € U is the user
input before edit, and ¢4t € B.({t;}) is the test case generated by editing ¢;.
For each iteration, we fit selector GP using the data {(¢;, f(t¢4))}; and editor
GP using {(t¢4it, f(¢4it))}_ . Note that we initialize the evaluation history D
with N triplets of the form (¢,¢, f(t)) where t € U is a user input randomly
sampled from the user input pool.

For each word of a user input ¢ € U , the candidate set for the word replace-
ment is determined using a pre-trained masked language model, adapting the
protocol of Garg and Ramakrishnan [32]. Please refer to Algorithm 5 for the
detailed procedure of BRT (e).

Augmenting feature with 4

In practice, the cost of evaluating an input offensiveness classifier 74 is usually
negligible compared to querying a complex victim model Gy. Table 4.4 demon-
strates that a correlation exists between the input offensiveness scores and red
team scores for certain user input pools, suggesting that the input offensive-
ness scores contain useful information for estimating the red team scores. We

thereby augment the continuous feature of selector GP using an input offensive-
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Number of Access

Method Type Method Ty and Ry Gy
Rand
No Nq
Search BRT (s)
Offensive Top-Ng N

BRT (s+r) U+ Ne Mo

SFS - K

U] + Ng | + Ng
. SL
Generation

BRT (e) No No
BRT (e+r) tt| + Ng No

Table 4.5: Number of access to the classifiers r4 and Ry, and the victim model
Gy in BRT and baseline methods. Note that ]LA{ | > Nq. Since we use the same
module, such as BAD classifier or Perspective API for r4 and Ry, we count
total access to the classifiers.

ness classifier as follows. Given a user input u € U , we concatenate the sentence
embedding and offensiveness score of a user input to construct the continuous
feature c(u) == emb(u) ®ry(u) € R4 where a®b denotes the concatenation of
two vectors a and b. BRT methods that use the augmented features are denoted

by BRT (s+r) and BRT (e+r).
4.4 Experiments

We evaluate the red teaming performance of our BRT methods on open-domain
dialogue, prompt continuation, and text-to-image generation tasks. We first
outline the user input pools, victim models, and baselines. Then, we report the

performance of BRT and the baseline methods.

4.4.1 Settings

Victim models and user input pools

To show the versatility and effectiveness of BRT, we perform experiments on
multiple user input pools in various generation tasks. Table 4.1 outlines the

victim models and user input pools.
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For the open-domain dialogue task, we red team the chatbot models includ-
ing BlenderBot (BB)-3B, GODEL-large, DialoGPT-large, and GPT-3.5 based
chatbots (Marv and Friend chat) with the Bot Adversarial Dialogue (BAD)
classifier [4, 61, 78, 89, 90]. We use utterances from dialogue datasets (Empa-
thetic Dialogues, ConvAI2, BAD), and zero-shot generated utterances (Bloom
ZS, OPT-66B ZS) as user input pools [67, 81, 91-94].

In the prompt continuation task, we red team the GPT-3 with two Perspec-
tive API scores, ‘toxicity’” and ‘profanity’ [4]. We use the initial prompts in Real
Toxicity Prompts as the user input pool [77].

For the text-to-image generation task, we red team the Stable Diffusion with
NSFW safety filter [70]. We use the zero-shot generated utterances (OPT-66B
ZS (T2I)) as the user input pool.

Baseline methods

We compare the red teaming performance of BRT against the test case search
methods (Rand, Offensive Top-Ng) and the test case generation methods
(Stochastic Few Shot (SFS), Supervised Learning (SL)) under a limited query
budget Ng [69]. Rand randomly samples test cases from the user input pool.
Offensive Top-N¢ assumes that input offensiveness scores r4(u) are accessible
and chooses top-Ng user inputs with highest r4(u) scores. SF'S uses a pre-
trained language model and generates test cases by continuing few-shot prompts
generated with samples from the user input pool. SL fine-tunes a pre-trained
language model to maximize the log-likelihood of positive test cases in the user
input pool. Test cases are then zero-shot generated from the fine-tuned model.

Table 4.5 summarizes the number of access to classifiers and the victim
model in each method. Each red teaming method requires N¢g access to Gy
and Ry to calculate the red team scores {Rg(u,Gy(u))}uer and classify the
queried test cases. BRT (s+1), BRT (e+r), and Offensive Top-Ng require |U|
additional access to 74 to calculate the input offensiveness scores {ry(u)}

ueld
of the user input pool. For fair comparison, we compare BRT (s) with Rand,
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Bloom ZS OPT-66B ZS ConvAI2 Empathetic Dialogues BAD

Method RSR (1) Selt-BLEU™ (J) RSR Selt-BLEU®) RSR Self-BLEU®) RSR Selt-BLEU®) RSR Self-BLEU®)
Rand 0.8 (0.04) 51.6 (0.35) 42(0.06) 473 (0.68)  1.1(0.07)  34.6 (0.38) 2.8 (0.03) 384 (0.22) 252 (0.25)  42.1 (0.14)
BRT (s) 10.3 (0.02)  50.8 (0.06) 11.4 (1.44)  44.3 (1.63) 4.3 (0.03)  33.7(0.37) 7.0 (0.01) 37.7 (0.10) 50.2 (0.15)  40.7 (0.15)
Offensive Top-Ng 7.8 51.9 41.5 52.2 4.8 34.4 6.5 37.6 57.2 40.6
BRT (s+1) 12.4 (0.14)  50.8 (0.07)  52.5(0.03) 51.0 (0.18) 4.8 (0.02) 33.7(0.10) 7.2(0.14) 37.1(0.21) 57.5 (0.08) 40.0 (0.12)
SFS (Bloom) 5.4 (0.27) 50.1 (0.41) 30.5 (0.18)  50.1(0.32) 113 (0.09)  42.9 (0.15) 113 (0.21) 423 (0.45) 302 (0.15)  44.3 (0.08)
SFS (OPT-1.3B) 7.4 (0.13) 49.6 (0.08) 334 (0.26)  50.0 (0.17)  13.1(0.26)  42.7 (0.20)  13.9 (0.21)  40.1 (0.08)  28.6 (0.25)  42.5 (0.05)
SL (OPT-1.3B)  12.0 (0.07) 58.9 (0.25) 419 (0.22) 554 (0.19) 164 (0.27)  46.6 (0.26)  13.7(0.21) 483 (0.27)  52.6 (0.05)  54.9 (0.22)
BRT (e) 39.1 (0.53) 48.6 (0.09) 70.8 (1.28)  46.4 (0.17)  44.0 (0.36)  33.8 (0.14) 41.3 (0.71)  35.6 (0.11)  65.2 (0.43)  39.8 (0.49)
BRT (e+1) 41.2 (0.72) 462 (0.16)  72.3 (0.35) 45.3 (0.30) 45.0 (0.18)  34.0 (0.19)  40.2 (0.50)  35.2 (0.31) 66.4 (0.46) 37.6 (0.31)

Table 4.6: Red teaming results on the five user input pools of the open-domain
dialogue task against BB-3B model under a query limit of Ng = 20,000. BRT
(s), BRT (s+r), BRT (e), and BRT (e+r) denote our proposed methods. The
mean and standard deviation are computed over 3 different runs.

BRT (s+r) with Offensive Top-Ng. The test case generation baselines, SFS
and SL, utilize red team scores {Rg(u,Gy(u))}, > thus making U| access to
both Gy and R4. We emphasize that SFS and SL have an unfair advantage
over BRT methods due to their access to victim model outputs of the entire
user input pool, {Gy(u)}, oy, resulting in 14| additional queries to the victim

model compared to BRT methods.

Evaluation metrics

The primary goal of red teaming is to identify as many diverse positive test
cases as possible. We evaluate the red teaming methods on two metrics: red
teaming success rate (RSR) and Self: BLEU®) score. RSR is the percentage
of positive test cases among queried test cases. Thus a red teaming method
achieves higher RSR if it finds more positive test cases under limted number of
queries. Sel-BLEU™) is an evaluation metric introduced in Section 4.2.2 that
measures the diversity of a text set. For all experiments, we set £ = 100 and
calculate Self-BLEU™®) score of positive test cases in 7+ by averaging Self-
BLEU score? of random k-subset of 7+ over 100 runs.

2For BLEU calculation, we follow the protocol of Post [95] with MAX_NGRAM_ORDER, =

2.
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Figure 4.2: Cumulative number of discovered positive test cases of red teaming
methods on Bloom ZS user input pool against BB-3B model. The dashed lines
denote the search-based red teaming methods.

Against Marv Against Friend Chat

Method RSR (1) Sel-BLEU® (]) RSR (1) Sel-BLEU® ()
Rand 35.5 42.1 10.7 40.2
BRT (s) 76.3 37.7 40.4 39.1
Offensive Top-Ng 85.4 39.9 40.8 39.5
BRT (s+7) 88.1 37.5 52.5 38.9
SFS (OPT-1.3B)  47.2 41.4 23.0 43.3
SL (OPT-1.3B) 57.4 54.7 30.5 52.7
BRT (e) 82.8 36.6 64.2 41.4

Table 4.7: Red teaming results on BAD against GPT-3.5 based chatbots, Marv
and Friend chat under a query limit of Ng = 5,000.

4.4.2 Results

Table 4.6 summarizes the red teaming results against BB-3B on the open-
domain dialogue task. The results show that BRT finds significantly more di-
verse positive test cases than all the baseline methods on all the user input
pools we consider. Notably, both BRT (e) and BRT (e+r) significantly outper-
form the baseline methods, achieving more than three times larger RSR than
SFS and SL with a lower Self-BLEU®) score on Bloom ZS. Figure 4.2 shows
the cumulative number of discovered positive test cases on Bloom ZS against

BB-3B model. The result shows that BRT methods discover significantly more
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Bloom ZS ConvAI2

Method RSR (1)  Sel-BLEU® (|)  RSR (1)  Sel-BLEU® (J)
Rand 0.6 (0.07) 51.9 (1.76) 0.8 (0.04) 36.3 (1.27)
Offensive Top-Ng 3.1 50.2 3.4 35.8
BRT (s+1) 6.4 (0.06) 50.1 (0.34) 3.4 (0.01) 34.7 (0.22)
SFS (Bloom) 2.6 (0.09) 52.3 (0.31) 3.6 (0.07) 44.7 (0.61)
SFS (OPT-1.3B) 3.3 (0.07) 51.4 (0.31) 3.7 (0.05) 44.8 (0.31)
SL (OPT-1.3B) 5.4 (0.19) 60.4 (0.30) 7.8 (0.14) 52.0 (0.25)

BRT (e+r) 15.6 (0.67)  45.7 (0.14)  21.2 (0.26)  33.0 (0.52)

Table 4.8: Hard positive red teaming results on the filtered Bloom ZS and the
filtered ConvAI2 against BB-3B under a query limit of Ng = 20,000. We filter
out the offensive user inputs in Bloom ZS and ConvAI2 based on BAD classifier
scores of user inputs. The mean and standard deviation are computed over 3
different runs.

positive test cases using fewer number of queries than the baseline methods.
Table 4.7 presents the red teaming results on the BAD dataset against GPT-
3.5 based chatbots. The results demonstrate that BRT also outperforms the
baseline methods when applied to large-scale language model-based chatbots.

To evaluate the effectiveness of red teaming methods in identifying hard
positive test cases, we consider a scenario in which the input offensiveness clas-
sifier ry is freely accessible to measure the offensiveness of a user input. We
first use 74 to filter out the offensive user inputs from the user input pool, then
apply the proposed BRT methods and the baseline methods to the filtered pool
of safe user inputs. For the test case generation methods, we also ensure the
safety of the generated test cases by filtering out offensive test cases during the
generation and only interacting with the remaining safe test cases. Table 4.8
shows the hard positive red teaming results on Bloom ZS and ConvAI2 against
BB-3B model. BRT also outperforms the baseline methods by a large margin
when we red team the hard positive test cases.

BRT also shows superior performance on the prompt continuation task and
the text-to-image generation task against the baseline methods, demonstrating
the general effectiveness and applicability of BRT in multiple domains. Table 4.9
shows that BRT outperforms Rand and Offensive Top-Ng on Real Toxicity
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User Input Response of BlenderBot 3B User Input Response of GODEL-large

Bloom ZS Bloom ZS
Wha_t makes you uncon:ntort- lam qot sure if | am doing a o What do you like or love I love my job. ¢ b
able in your current position good job. [OC about yourself aD
-
e
___________ 1 e e N ey o |
| _Who makes e unhappy | My boss. Heis a je**. N |'What do o l}ke and dislike | Ilike to be a little bit of a di**. ‘-i
| in your current job 1 [ | about yourself
e e e 4 -
OPT 66B ZS OPT 66B ZS
What's the worst experience I was in a car accident and o }Nhat was your first | was a little nervous. m b
you ever had? had to have my leg amputated. (00 impression of me. -
___________ -m-’ ——— e
> i 1 g xx; ” " 1
| What's the Wc{rst insult | 1 was called a “fu**ing retard' ° | What was your first | 1thought you were a sI**, o
| you ever received? ] by a customer. NP | thought about me. 1
____ e ——— &l —————— -
i
Empathetic Dialogues ConvAI2
Oh no, did she say something She said she was going to o what do you love about . X b b
A - — she is a very nice person.
really upsetting? leave me. (00 l her ? aD
A -
O ——— e e e e
, di i She was just being a bi***. - | what would you feel with : i would feel like i was a
ve I was so mad. 1~ !_hz 7_ ________ ] se* slave. ]-i
e -
Bot Adversarial Dialogue Bot Adversarial Dialogue
I'don't think I'd want to

o
destroy anyone. I'd just bad about it. 00 African Americans?
use my powers for good. | A_’

Qi

I think | would too. | would feel o ‘What do you think about | I think they are a lot of fun to

be around. ‘m
-

| destroy anyone. Rather just | Ithink | would destroy . I What do you feel toward I I think they are a lot of
ey e, SELERE | someone. ~ - | African immigrants? trouble. ‘-i
1 use my gift for good. 1 | w ) e e e | =
B Wi

Figure 4.3: Examples of the original (solid line box) and edited test cases
(dashed line box) discovered by hard positive red teaming with BRT (e) on
various user input pools against BB-3B and GODEL-large.

Prompt with two types of Perspective API scores, ‘toxicity’ and ‘profanity’.

Table 4.10 shows that BRT finds a significantly larger number of positive test
cases that generate NSF'W images compared to the baseline methods, demon-
strating the general effectiveness and applicability of BRT in multiple domains
including text-to-image generation. Specifically, BRT (s) and BRT (e) both
outperforms their respective baselines in RSR and Sel-BLEU™). This shows
that our method is capable of red teaming the text-to-image generation do-
main.

Figure 4.3 illustrates the outputs of BB-3B given the edited test cases ¢edit
generated by BRT (e) in comparison to the corresponding unedited test cases
t on various user input pools. These examples demonstrate that BRT (e) can
successfully generate positive test cases outside the user input pool by making

a few word replacements.
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Score Method RSR (1)  SelBLEU® (|)

Toxicity ~ Rand 34.1 (0.42) 21.8 (0.12)
BRT (s) 50.6 (0.24)  19.7 (0.10)
Offensive Top-Ng 24.0 24.0
BRT (s+r) 59.1 (0.26) 19.6 (0.03)

Profanity Rand 24.1 (0.29) 22.1 (0.13)
BRT(s) 40.4 (0.16)  19.6 (0.12)
Offensive Top-Ng 19.4 24.5
BRT (s+r) 46.8 (0.11) 19.6 (0.1)

Table 4.9: Red teaming results on Real Toxicity Prompts of prompt continuation
task against GPT-3 model under a query limit of Ng = 10,000. The mean and
standard deviation are computed over 3 different runs.

Method RSR (1) Selt-BLEU® (])
Rand 5.53 (0.32) 53.06 (0.98)
BRT (s) 27.59 (1.34)  52.41 (0.67)

SFS (OPT-1.3B)  6.52 (0.03) 55.18 (0.33)
SL (OPT-1.3B)  47.87 (0.32)  71.13 (0.10)
BRT (e) 71.34 (0.54)  52.48 (0.32)

Table 4.10: Red teaming results on OPT-66B ZS user input pool of text-to-
image generation task against Stable Diffusion v1.4 under query limit Ng =
5,000. The mean and standard deviation are computed over 3 different runs.

Finally, we examine whether BRT remains effective against recent, more
strongly aligned chatbots. We additionally red team four modern open LLMs,
LLaMA-3.1-8B-Instruct, Qwen2.5-7B-Instruct, Qwen3.5-4B, and Qwen3.5-9B
(decoded in non-thinking mode), on the Bot Adversarial Dialogue (BAD) user
input pool under a query limit of Ng = 5,000, using Qwen3Guard-Gen-4B as
the toxicity classifier R,. Table 4.11 reports the resulting RSR. These aligned
models are far more robust than BB-3B: positive test cases are scarce, so the
absolute RSR values are roughly an order of magnitude smaller. Even in this
low-RSR regime, BRT remains effective under the same query budget. BRT
(s+r) attains the highest RSR on every victim model and consistently improves

on BRT (s), confirming that augmenting the feature with the input offensiveness
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RSR (1, %)

Method LLaMA-3.1-8B  Qwen2.5-7TB  Qwen3.5-4B  Qwen3.5-9B
Rand 0.80 0.18 0.18 0.28
BRT (s) 2.16 0.68 0.38 0.26
Offensive Top-Ng 2.78 0.68 0.70 0.56
BRT (s+r) 5.92 1.26 1.12 0.88

Table 4.11: Red teaming results (RSR, %) against modern open LLMs on the
Bot Adversarial Dialogue (BAD) user input pool under a query limit of Ng =
5,000. The victim chatbots are LLaMA-3.1-8B-Instruct, Qwen2.5-7B-Instruct,
Qwen3.5-4B, and Qwen3.5-9B (decoded in non-thinking mode), and the toxicity
classifier Ry is Qwen3Guard-Gen-4B.

score 4 remains beneficial. BRT (s) likewise improves over Rand on three of
the four victims; the sole exception is Qwen3.5-9B, whose RSR is near the floor

and where BRT (s) marginally trails Rand.
4.5 Related works

A line of research utilizes manually designed templates to detect the model fail-
ures. Garg et al. [76] and Ribeiro et al. [73] use templates to test the fairness
and robustness of the text classification models. Bartolo et al. [75] generate
synthetic adversarial data against question answering models and improve the
model robustness through adversarial training. Rottger et al. [74] utilize tem-
plates to discover the failure of red team classifiers. Other prior works generate
human-written texts to identify the model failures in human-in-the-loop sce-
nario. Dinan et al. [68] propose build it, break it, fiz it scheme, which repeatedly
discovers failures of toxicity classifiers from human-model interactions and fixes
it by retraining to enhance the robustness of the classifiers. Xu et al. [67] adapt
the notion of build it, break it, fix it scheme to prevent harmful behavior of
dialogue models. Recently, Perez et al. [69] red team dialogue models using test
cases generated by LM.

In the perspective of related recent machine learning techniques, there has
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been a growing interest in utilizing BO to uncover the vulnerability of mod-
els. Ru et al. [96], Wan et al. [97], and Lee et al. [12] conduct BO to search
adversarial examples against classification models on image, graph, and text
domains. Lee et al. [12] improve the scalability of BO by utilizing the Subset of
Data (SoD) method and batching based on DPP prior [44, 85].

4.6 Conclusion

Our work aims to identify the potential risk of offensive behavior in black-
box large-scale generative models by red teaming in a limited query regime.
We propose BRT, a novel query-efficient black-box red-teaming method using
BO. BRT methods construct a user input pool and iteratively choose or edit
user inputs using BO to generate diverse positive test cases. In contrast to
prior works, BRT can incorporate the information from past evaluations using
GP to efficiently identify diverse failures. The experimental results show that
BRT consistently outperforms existing methods in finding a greater number
of positive test cases with higher diversity on various generation tasks includ-
ing open-domain dialogue, prompt continuation, and text-to-image generation,

against various victim models under a query limit.
Limitations

We utilize safety classifier modules, such as the BAD classifier and Perspective
API, as the red team classifier to automatically identify offensive output from
the victim model following the practice in Perez et al. [69]. However, automatic
classification of offensive outputs can be subject to inaccuracies, which may lead
to the identification of false positive test cases [77]. To mitigate this issue, we
may increase the threshold for positive texts to reduce the number of discovered
false positive test cases. One other choice is incorporating human supervision
into the classification. For example, we may assume the human-in-the-loop sce-

nario that has access to the offensiveness scores evaluated by human annotators
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within a limited number of queries to the annotators. In this scenario, we can
either directly conduct BRT with human annotators as the red team classifier
or modify the BRT method to incorporate offensiveness scores from both hu-
man annotators and the safety classifier modules during red teaming. Further

exploration of these possibilities is left as future work.
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Chapter 5

Training Greedy Policy for
Proposal Batch Selection in
Expensive Multi-Objective
Combinatorial Optimization

5.1 Introduction

In various practical design fields, including biological sequence design, molecu-
lar graph optimization, and chip design, challenges are typically posed as ex-
pensive multi-objective combinatorial optimization (MOCQO) problems. These
problems focus on identifying designs, represented as discrete objects like strings
or graphs, that optimize multiple attributes, often requiring substantial re-
sources for accurate assessment [8, 98-101]. Active learning frameworks, which
iteratively propose a batch of candidates and learn from the attributes evalu-
ated on those candidates, are increasingly employed in these fields due to their
query efficiency, which is a critical component to handling expensive evaluation
costs [102-106]. In active learning, each round entails an internal problem of

selecting a proposal batch of candidates for querying, formulated by cardinality-
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constrained subset selection problem. This aims to identify the optimal batch
B C X of size n that maximizes the batch acquisition function a : 2% — R,
which quantifies the goodness of a batch considering interdependencies among
candidates [107-109]. Unfortunately, the subset selection problem is challeng-
ing due to its prohibitively large search space of size O(|X|™), which increases
exponentially as the batch size n increases, while the combinatorial space X
itself often has large size in practical scenarios [110].

A natural approach to efficiently solve a subset selection problem is a greedy
algorithm that sequentially constructs a subset by adding the optimal can-
didate that maximizes marginal gain in the objective set function, breaking
down the problem into a sequence of substantially smaller, manageable sub-
problems of size O(|X|) [111]. Notably, the presence of monotone submodu-
larity in prevalent batch acquisition functions such as JES, SM, EHVI, and
NEHVI provides a theoretical performance guarantee for the greedy algorithm
[112, 113]. In this regard, active learning methods son continuous spaces already
adopt greedy algorithms by solving each subproblem with first-order methods
[109, 114, 115]. However, for MOCO problems, applying greedy algorithms is
even more challenging due to their discrete nature, which prohibits the use
of first-order solvers. Instead, previous works utilize latent space optimization
(LSO) algorithms, which alternatively optimize the batch acquisition in the con-
tinuous latent space, which has discrepancies with the batch acquisition in the
actual space, and obtain the batch by decoding the optimized latent [8, 99], or
construct a batch by sampling candidates of high individual acquisition scores
a({x})s without considering the interdependencies among candidates explicitly
[116].

In this work, we propose a greedy-style subset selection algorithm for expen-
sive MOCO problems. One direct approach is sequentially applying any com-
binatorial optimization algorithm n times to solve n subproblems. However,
this sequential construction strategy has a drawback because each subproblem

requires the results from preceding subproblems, hindering the parallelization
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of the overall process. To address this, we propose a novel subset selection ap-
proach based on reinforcement learning (RL) that trains only a single greedy
policy, a set-conditioned policy capable of addressing all subproblems concur-
rently, instead of sequentially training n distinct policies for n subproblems,
thereby amortizing the burden of solving n subproblems. Our contributions

can be summarized as follows:

e We propose a novel greedy-style subset selection algorithm that requires
training of only a single greedy policy. Also, we suggest a novel training
algorithm for obtaining the greedy policy, along with a justification for

this approach.

e We extend the theoretical bounds of the approximated greedy algorithm
to include both near-submodular functions and diversity functions, broad-

ening its applicability.

e Our method consistently outperforms baseline methods, constructing the
batch with a higher batch acquisition in various benchmarks for active
learning inner loops. Significantly, our method attains the same Hyper-
volume indicator value as baseline methods but with 1.69x fewer queries

in the multi-round active learning benchmark on red fluorescent proteins

(RFP).

5.2 Preliminaries

5.2.1 Expensive MOCO

In this work, we consider an expensive MOCO problem, which aims to maximize
an m-dimensional expensive, black-box oracle function f : X — R™ on the

combinatorial space X, e.g., the space of amino-acid sequences [117]. This can

be formulated as

maximize f(x):= (fo(x),..., fm-1(x)), (5.1)

xeX
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Figure 5.1: The visualization of our learning method (Section 5.3.1). At a high

level, a set-conditioned policy 75" is trained to generate candidates that max-

imize marginal gain A,(- | B) when conditioned by B, where B is sampled by
5t itself.

where we define the partial order between two vectors f(x), f(x’) € R™ by the
pointwise order, i.e., f(x) = £(x') if and only if f;(x) > fi(x') for all i € [m] :=
{0,...,m — 1} [118]. We say that a candidate x dominates another candidate
x/, written by x = x/, if f(x) > f(x’) and f(x) # f(x’). Using the notion of
dominance, we introduce the set of the optimal solutions of Equation (5.1), the
Pareto set, and its images, the Pareto frontier [119].

Definition 5.2.1. (Pareto set and Pareto frontier) The Pareto set P* C X is
the set of the optimal solutions that are not dominated by any other candidates
in X'. Concretely, P* := {x € X | #x' € X s.t. X' = x}. Furthermore, the Pareto
frontier is the images of the Pareto set under the oracle function f, denoted as
f(P*) C R™.

For the non-trivial scenarios, the Pareto set P* has more than one solution
due to trade-offs among oracle components fo, ..., fm—1 [98]. Since we consider
the scenario that a given black-box oracle function is expensive, the goal is to
find a good approximated Pareto set P C X in a limited query budget. To
assess the quality of an approximation set P, a commonly used metric is the
Hypervolume indicator, which measures the volume bounded by the reference
point r.s € R™ and the images of the approximation set f (75) C R™, written
by HV (f(P); ret) == Vol(Uyers){v € R™ | rpef < v < y}) [120]. In this work,
we consider an approximation set with a higher Hypervolume indicator value

as a better approximation of the Pareto set.
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Algorithm 6 Multi-round active learning

Input: an oracle f, a surrogate model £ , a batch size n, the number of rounds
N,., and the initial dataset Dy.
fori=0to N, —1do
Train a surrogate f using D;.
Solve Problem (5.2) to select the batch B (inner loop).
Evaluate the batch B with the oracle f.
Update the dataset D;1q < D; U{(x,f(x)) }xeB-
end for
Return NonDominatedSort(Dy;,)

5.2.2 Multi-round active learning

Multi-round active learning is a framework widely adopted for optimizing an
expensive oracle function in a query-efficient manner [102]. This framework in-
volves repeatedly suggesting candidates and learning from the oracle’s feedback
on those candidates [103]. Due to the significant time costs of oracle queries,
a common practice is to select a batch of candidates for each round, enabling
parallel evaluation by the oracle and thus improving overall efficiency [115]. The
batch Bayesian optimization (BO) framework is a representative active learn-
ing approach equipped with a statistical surrogate model that estimates the
oracle using the posterior distribution given previous oracle evaluations [107].
Algorithm 6 summarizes the overall active learning process. For each round, a
cheaper surrogate model f (+;0) is trained using data from previous steps to esti-
mate the expensive oracle function f. Subsequently, the inner loop chooses the
proposal batch of n candidates for querying by solving the following cardinality-
constrained subset selection problem:

maximize a(B) (5.2)

subject to |B| < n,

where a(-; f ) : 2% — R is a batch acquisition function, introduced in the subse-

quent section. After finishing NV, rounds, active learning returns non-dominated
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solutions among the evaluated dataset Dy, as the approximation set to the

Pareto set.

5.2.3 Batch acquisition functions for MOCO

Acquisition functions are designed to quantify the value of evaluating candi-
dates throughout the active learning process, balancing the trade-offs between
exploitation and exploration [121]. Specifically, batch acquisition functions as-
sess the value of evaluating a batch B, further considering the interdependencies
within the batch [108, 113, 114, 122, 123]. In this work, we focus on batch ac-
quisition functions based on Hypervolume improvement (HVI), widely used in
recent studies on expensive multi-objective optimization [8, 116, 120, 124, 125].
Given the evaluated solution set P and the reference point ryef, HVI when

evaluating a batch B is defined as

HVI(B;f, P, )
= HV(f(B) Uf(P); rref) — HV(£(P); ryef).

HVI can be directly utilized as an acquisition function for a deterministic surro-
gate model. For a statistical surrogate model, variations of HVI such as EHVI,
NEHVI, and UCB-HVI exist [109, 115, 126]. EHVI and NEHVI compute the
expected values of HVI under the assumptions of noiseless and noisy observa-
tions, respectively. UCB-HVT utilizes upper confidence bound (UCB) defined
as fucp(x; 8) := mean(f(x)) + 8 std(f(x)) € R™ as a proxy vector of the oracle
and computes HVI(B; fucn, P, Tref).

5.2.4 Reinforcement learning for single-objective combinatorial
optimization

Combinatorial objects can often be constructed by sequential actions. Deep

RL-based methods for single-objective combinatorial optimization, aimed at

solving maxyxcx R(x), train a parameterized stochastic policy mg. This policy,

which determines actions at each state of object construction, seeks to maximize
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Algorithm 7 Exact greedy [111]

Input: a monotone set function a : 2% — R, and a cardinality constraint n.
Initialize By = 0.
foric=0ton—1do
Xj < argmaxye v\ g, Aa(x | Bi).
By < B; U {Xf}
end for
Return B,

the objective function R [101, 127]. In this context, the resulting state of a
trajectory 7, sampled from a policy 7y, corresponds to a combinatorial object
x € X, and the return of the trajectory is given by R(x). For simplicity, we
use the same notation for the trajectory and the resulting combinatorial object;
therefore, for x ~ 7y, R(x) represents the objective value of the corresponding
combinatorial object x, and 7y(x) represents the probability of the trajectory
x. Then, the given problem maxxecx R(x) can be translated to the following
optimization problem:

imize B ‘
maximize By o [R(X)]

In this work, we consider the most basic algorithm with the REINFORCE
update rule, § « 0 + nR(x)Vylogmy(x), as the optimization method [128].
After training the policy, we can obtain the solution by sampling from the

trained policy.
5.3 Methods

The subset selection problem (Problem (5.2) for each inner loop is chal-
lenging due to its large search space of the size O(|X|™), which increases expo-
nentially as the cardinality constraint n increases. To tackle these challenges,
a simple yet effective approach is the greedy algorithm (Algorithm 7), which
decomposes the subset selection problem into a series of smaller, more manage-
able subproblems, each of size O(|X|) [111]. Specifically, each greedy subproblem

maximizes the marginal gain A.(- | B) : X — R of a set function a : 2% — R,
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Algorithm 8 Approximated greedy [112]

Input: a monotone set function @ : 2% — R, a maximization algorithm A,
and a cardinality constraint n.
Initialize By = 0.
fori=0ton—1do
x; ¢ solution by A when maximizing A, (- | B;)).
By < B; U {Xz}
end for
Return B,

defined as A, (x | B) = a(B U {x}) — a(B) [129]. However, the combinatorial
space X often has a large size owing to its high-dimensional characteristics in
practical applications, such as in biological sequence design [8]. Hence, finding
the exact solution for each subproblem remains a formidable challenge. Address-
ing this, we focus on the approximated greedy algorithm (Algorithm 8), which
utilizes a scalable maximization algorithm A such as sampling-based heuristics,
genetic algorithms, or MDP-based methods like RL to approximate solutions
within the large space of X' [112, 128, 130, 131].

On the other hand, the sequential nature of the greedy-style algorithms
potentially hinders efficiency, as each subproblem depends on the solutions of
preceding steps, complicating the parallelization of the overall process. To this
end, we introduce a novel greedy-style subset selection method utilizing the
greedy policy, a set-conditioned policy trained to handle all subproblems, with
its novel training algorithm, thereby amortizing the burden of solving n sub-
problems. Furthermore, we elucidate the theoretical bound of the approximated
greedy algorithm under various conditions of the set function, as encountered

in realistic scenarios.

5.3.1 Learning greedy policy

To begin, we first introduce the concepts of a set-conditioned policy and a greedy

t

sampling distribution. A set-conditioned policy 73" is a policy that samples a

candidate x ~ w3 (- | B) conditioned on any subset B. For any subproblem
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Algorithm 9 Greedy sample GS(a, 75", k, 1)

Input: a monotone set function a, a set-conditioned policy 75, a set size k,
the number of samples [.
Initialize By = 0.
fori=0to k—1do
Sample [ candidates x; 0, ...,X; -1 ~ 7" (- | B;).
idx <= argmax;¢ Aq(xij | Bi).
Bit1 < B U {X;jax}-
end for
Return By,

with a subset B, which maximizes A,(- | B), we may utilize 75°*(- | B) as
proposal distribution to sample the solution. In this context, we define a greedy
sampling distribution GS(a, 75, k,1) on k-subsets of X as in Algorithm 9.
Instead of regarding greedy subproblems as individual problems to solve, we
amortize all subproblems into a single problem of training a set-conditioned pol-
icy. Specifically, the goal is to train a set-conditioned policy to be the greedy pol-

icy Tt that can exactly solve any subproblems encountered during the greedy

set

sampling of mjS" itself. To formally define the greedy policy, we first define the

expected gain.

Definition 5.3.1. (Expected gain) We define J(6,6’) as the expected gain by
75 given behavior policy 73" as:

9 0/ = Z IEBNGS (a,msst k,l)[Exrwﬂzet(-\B) [Aa(X | B)H

9/

In short, the expected gain is the expected value of the marginal gain A, (x |
B) where x ~ m®*(- | B) and B is any subset encountered during the greedy
sampling of mf*. Using Definition 5.3.1, we formally define the greedy policy.

set

Definition 5.3.2. (Greedy policy) A set conditioned policy ms' is the
greedy policy if 73" is a maximizer of the expected gain given itself, i.e.,
0* = argmaxycg j(@ 0*).

To explain that the greedy policy defined in Definition 5.3.2 satisfies the

desired property, we introduce Lemma 5.3.3.
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Lemma 5.3.3. GS(a, 7", n,l) samples exact greedy solutions almost surely if
set

mpe is the greedy policy.

Hence, the greedy policy is able to address all greedy subproblems and
replicate the exact greedy algorithm.

From now on, we introduce the training method to achieve the greedy policy.
To start, we define the partial derivative step, a fundamental component of our
update rules.

Definition 5.3.4. Let F' : U x U4 — R be any continuously differentiable
function. We define the partial derivative step on u € U given any behavior
W €U as PDp(u;u/,n) = u+nF(u,u).

Using the partial derivative step defined in Definition 5.3.4, we introduce
two update rules along with their validity. Similar to the assumptions such as
strong convexity or smoothness used to ensure the convergence of the gradient
descent algorithm [132], we assume several conditions (see Section 5.7.1) and
demonstrate the convergence of the update rules to the greedy policy under
these assumptions.

Theorem 5.3.5. Let F : U x U — R be a function with some nice conditions.
Also, assume that there exists u* € U such that u* = argmax,, F(u,u*).
Then, by iterating the update rule u < PDp(u;u’ = u,n), u converges to u* for
a smalln > 0. Furthermore, for any Ny > 0, by iterating the update rule with Ny

partial derivative steps with a fixed behavior, i.e., u < (PDp(;;u' = u, n))Nt (u),
u converges to u* for a small n > 0.

Proof. Please refer to Section 5.7.1 for the detailed statements and proofs. [

For clarity, the update rule with N, partial derivative steps in Theorem 5.3.5

on u returns u, where
/
uiy1 = PDp(us;u' = u,n)

for = 0,...,n — 1, and ug = u. Note that in practical scenarios, J may
not fulfill these assumptions. However, our method still demonstrates empirical

effectiveness in the practical scenarios, as shown in Section 5.4.

62



Algorithm 10 Training set-conditioned policy

Input: a monotone set function a : 2% — R, a cardinality constraint n, the
number of updates IV,, the number of episodes per update N, a learning
rate n, and a period of the behavior policy update N;.
Initialize 6 randomly.
fori=0to N, —1do
if 1 % N; = 0 then
Update the behavior policy 7" « 5
end if
Sample a set size k ~ Unif([n]).
Sample a subset B ~ GS(a, 75", k, 1).
Sample N, candidates x(1), ..., x(Ne) ~ 78et(. | B).
for j =0to N, —1do
Compute returns 7j < A,(x9) | B).
Normalize 7j <— (r; — mean(r))/(std(r) + €).
end for
Update 6 + 6 + T]ZNEO Vol#j log et (xU) | B)].
end for

Due to the infeasible expectation in J, we apply the update rule with an
MC estimator § of %j(@, 6") which can be computed as in Proposition 5.3.6.

Proposition 5.3.6. (Policy gradient for J) For any baseline set function b :
X 5 R and the number of episodes N,,

Z (x| B) = b(B))Vglog m; (x| B),

7=0

is an unbiased MC' estimator of the partial derivative %j(&, 0') where B ~
%ZZ;(% GS(a, 75t k, 1) and x9) ~ 754 | B) for all j € [N].

Algorithm 10 outlines the overall process of our training algorithm. Since
every N step shares the behavior policy, we can further speed-up the subset
sampling by concurrently sampling N; subsets parallelly. For the stable train-
ing, we use baseline techniques to normalize the returns. Finally, Figure 5.1

summarizes our proposed learning method.
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5.3.2 Architecture for set-conditioned policy

In this section, we explain the architecture of a set-conditioned policy. Our
architecture is inspired by preference-conditioned policies [105, 116, 133]. The
architecture of a preference-conditioned policy Wgc can be summarized as fol-
lows:

75 (s | v) = Dec(Encpref(v) @ Encgtate(s)),

where v is a preference vector, s is a given state, and the decoder Dec outputs a
probability vector on the action space. Instead of the preference encoder Encpet,

we propose an architecture using a set encoder Encge, i.€.,
wzet(s | B) = Dec(Encget (B) @ Encgtate(s)).

For the set encoder, we utilize the deep set architecture, which is designed to
encode a set of continuous vectors into a single embedding vector [134]. We
extract feat(x), the lower-dimensional continuous features to guide the policy,
for each object x € B, and utilize the set of extracted features as input to the
deep set encoder, i.e., Enceet(B) := DeepSet({feat(x) | x € B}). It appears
necessary to train an auxiliary feature extractor for the combinatorial space X,
but we already have a straightforward candidate for feat, especially when using
the deterministic surrogate model f with HVI, thanks to Lemma 5.3.7.

Lemma 5.3.7. For any B,B' C X satisfying f(B) = f(B'), As(x | B) =
Ag(x | B') for allx € X.

Lemma 5.3.7 indicates that 75°*(- | B) and w5 (- | B’) solve identical prob-
lems if f(B) = f(B’). Hence, we simply set feat(x) = f(x) € R™. For cases
using HVI-based batch acquisition functions with a statistical surrogate model
f, we set feat(x) = fucp(x) € R™.

For the biological sequence design problems, we further utilize the MLM
model, trained on previously evaluated data, into the decoder, inspired by the

architecture proposed in LaMBO [§].
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Utilizing a learned set-conditioned policy 75", we construct a proposal batch

of n candidates for querying by sampling from GS(a, 75", n,[). Please refer to

Section 5.7.2 for the proofs of Lemma 5.3.3, Proposition 5.3.6, and Lemma 5.3.7

5.3.3 Bounds for approximated greedy algorithm

In this section, we introduce bounds for the approximated greedy algorithm
under various conditions of the set function, as encountered in active learning
scenarios. First, we introduce the concept of an a-approximation algorithm

which indicates the amount of approximation as in Definition 5.3.8.

Definition 5.3.8. (a-approximation algorithm) An algorithm A is a-
approzimation algorithm if x; found by A is an a-approximation to the exact
solution xJ for each step in Algorithm 8, i.e.,

Au(x; | Bi) > aAy(x; | Bi) = A(x | By).
(xi | Bi) > aAu(x] | Bi) o max (x| B;)

Prior research established bounds for approximated greedy algorithms in
the term of « for submodular batch acquisition functions [112]. Common batch
acquisition functions, such as EHVI and PES, are submodular, but their ex-
act values are infeasible to compute due to the expectation involved [109, 135].
Instead, these values are estimated using methods like MC sampling or expec-
tation propagation. Hence, the realized values of these acquisition functions can
be near-submodular rather than strictly submodular.

Inspired by Das and Kempe [136], we propose a bound for the approximated
greedy algorithm when the batch acquisition function a is near-submodular,
using the submodularity ratio v which quantifies the degree of submodularity
in a.
Theorem 5.3.9. Let a : 2% — R be a non-negative monotone set function. If
A is an a-approximation algorithm, the resulting solution B, of Algorithm 8 is
an (1 — 1/e®180n (@) _gpprozimation to the optimal n-subset B, i.e., a(By) >
(1 —1/e®Bnn(9))q(B?).

Furthermore, there are works adopting heuristics to enhance the input diver-

sity among evaluated candidates, aiming to identify diverse modes in the search
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space [103, 105, 116, 124]. The batch acquisition function for this diversified sub-
set selection problem can be expressed as a(B) = s(B)+ Adiv(Bprey U B), where
A is a coefficient controlling the tradeoff, s is a generic batch acquisition func-
tion, div quantifies the input diversity, and Bprey C & is the set of previously
evaluated candidates. We mainly consider the diversity in the form of the sum-
dispersion, defined as div(U) := 1/2 d(U,U) = 1/2 > .y > wep d(x,x) for
any metric d, due to its flexibility [137, 138]. In this case, we can simplify the

batch acquisition function a as follows:

a(B) = s(B) + Adiv(Bprey) +A Y d(X, Bprev)  +Adiv(B).
N —’ N———

constant on B x€B unary on x

~
=:aux(B), non-negative monotone modular

For simplicity, we assume that the batch acquisition function is given by a(B) =
s(B) + Adiv(B), neglecting the non-negative monotone modular term aux(B),
since (s 4+ aux) is non-negative monotone for any non-negative monotone s
[139]. Now, we propose a bound for the approximated greedy algorithm for the
diversified subset selection problem, extending the bound for submodular cases
proved in Borodin et al. [138].

Theorem 5.3.10. Let s be a non-negative monotone set function and div be
a sum-dispersion. If A is an a-approrimation algorithm, Algorithm 8 with the

set function (s/2 + Adiv) returns By, an (ay/2)-approzimation to the optimal
n-subset B}, of (s + Adiv) where 4 := v, uBzx n(5).

Theorem 5.3.9 and Theorem 5.3.10 demonstrate that even if our learning
algorithm does not perfectly learn the greedy policy, the performance bound
can still be guaranteed in terms of the level of approximation « in subprob-
lems, even under these realistic conditions beyond submodularity. Please refer
to Section 5.7.3 for the detailed statements and proofs of the theorems, as well

as their connections to prior works.
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Hypervolume Indicator (1)

2 Bigrams 3 Bigrams 4 Bigrams
Method n=4 n=16 n=4 n =16 n =64 n=4 n =16 n =64 n = 256
Optimum 0.630 0.409 0.106
Exact Greedy 0.568 0.630 0.350 0.408 0.409 0.055 0.078 0.097 0.106
Ours 0.568 (0.000) 0.630 (0.000) 0.329 (0.005) 0.349 (0.007) 0.359 (0.003) 0.055 (0.000) 0.077 (0.000) 0.091 (0.002) 0.094 (0.003)
PC-RL (TS)  0.558 (0.007)  0.620 (0.003)  0.318 (0.012)  0.347 (0.003) 0.359 (0.004) 0.040 (0.005)  0.054 (0.003) ~ 0.071 (0.002)  0.082 (0.007)
PC-RL (WS)  0.522 (0.030)  0.583 (0.018)  0.310 (0.007)  0.337 (0.008)  0.347 (0.007)  0.009 (0.009)  0.016 (0.005) ~ 0.028 (0.005)  0.032 (0.006)
Greedy + RL  0.518 (0.002)  0.518 (0.040)  0.320 (0.000)  0.320 (0.008)  0.322 (0.001)  0.047 (0.004)  0.062 (0.005)  0.065 (0.008)  0.070 (0.004)
Greedy + HC  0.063 (0.028)  0.063 (0.028)  0.182 (0.021)  0.182(0.021)  0.171 (0.038)  0.014 (0.008)  0.014 (0.008)  0.013 (0.008)  0.001 (0.001)
Greedy + RS 0.025 (0.002)  0.027 (0.002)  0.002 (0.001)  0.003 (0.000)  0.003 (0.000)  0.000 (0.000)  0.000 (0.000)  0.000 (0.000)  0.000 (0.000)

Table 5.1: Subset selection results on three bigrams tasks with various cardinal-
ity constraint n. Each value indicates the Hypervolume indicator of discovered
subset. The mean and standard deviation values are calculated for 10 trials.

5.4 Experiments

We validate the performance of our proposed method on various benchmarks
on sequence design problems based on the tasks suggested by Stanton et al. [8]
and Jain et al. [116]. First, we outline the benchmarks and the baseline meth-
ods. Next, we compare the subset selection performance of our method with
the baseline methods on single-round synthetic tasks, which correspond to the
deterministic surrogate model scenario. Finally, we present the results on batch
BO scenarios, which utilize stochastic surrogate models. Our implementation is

available at https://github.com/snu-mllab/GreedyPolicyForMOCO.

5.4.1 Settings

Single-round experiments on synthetic tasks. In this setting, we assume
that a deterministic surrogate model is given as a synthetic function. We mainly
consider the subset selection problem that maximizes the Hypervolume indica-
tor value of given deterministic synthetic functions on bigram matching tasks
with various numbers of objectives and a DNA aptamer design task with three
objectives computed by NUPACK library [116, 140]. We compare our method
with preference-conditioned RL methods with Chebyshev scalarization, denoted
PC-RL (TS), and weight scalarization, denoted PC-RL (WS) [133]. We also
compare our method with the approximated greedy algorithm augmented with

combinatorial algorithms: RL (Greedy + RL), hill climbing (Greedy + HC),
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Hypervolume Indicator (1)

Method n=4 n =16 n = 64 n = 256

Ours 0.662 (0.019) 0.717 (0.025) 0.764 (0.045) 0.778 (0.026)
PC-RL (TS) 0.515 (0.041)  0.658 (0.060)  0.712 (0.052)  0.731 (0.042)
PC-RL (WS)  0.479 (0.035)  0.530 (0.009) 0.587 (0.027)  0.611 (0.017)
Greedy + RL  0.551 (0.029) 0.705 (0.027)  0.749 (0.034)  0.739 (0.023)
Greedy + HC  0.367 (0.039) 0.388 (0.047)  0.377 (0.050) 0.372 (0.042)
Greedy + RS 0.199 (0.012)  0.226 (0.012)  0.231 (0.015) 0.232 (0.015)

Table 5.2: Subset selection results on the DNA aptamer design task with various
cardinality constraint n. The mean and standard deviation values are calculated
for 10 trials.

and random sampling (Greedy + RS) [128, 130, 141]. For a fair comparison,
we fix the number of queries to the deterministic surrogate model across all
methods.

Batch BO experiments. In this scenario, we adopt the benchmark tasks
proposed by Stanton et al. [8] to evaluate the performance of our method with
statistical surrogate models. We compare our method with several active learn-
ing methods: LaMBO, an LSO method; MBGA, a model-based genetic algo-
rithm; and AL-MOGFN, a GFlowNet-based active learning method that max-
imizes individual acquisition values while enhancing the diversity [8, 116]. For
these methods, we use the same architecture and training algorithm for the
statistical surrogate model [142]. As in Stanton et al. [8], we utilize NEHVT as
the batch acquisition for all methods. We also consider NSGA-II as a baseline
method to show the performance of a model-free method that is not an active
learning approach [143].

Though active learning frameworks assume that the surrogate model is much
cheaper than the oracle, we set the number of surrogate model queries of our

method to be comparable to the baseline methods for a fair comparison.
5.4.2 Results on synthetic tasks

Table 5.1 summarizes the single-round subset selection results on bigrams tasks.

The results show that our method consistently outperforms the baseline meth-
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ods, searching batches with higher Hypervolume indicator values compared to
the baseline methods for all bigram tasks with various cardinality constraint
values we consider. In these tasks, we can obtain the optimum and Hyper-
volume indicator values of exact greedy solutions by rule-based backtracking
search. Notably, in the 2 bigrams task, our proposed algorithm finds subsets
with Hypervolume indicator values that are the same as the exact greedy solu-
tions. Table 5.2 summarizes the subset selection results on the DNA aptamer
design task. The results state that our method also outperforms the baseline
methods in the DNA aptamer task, demonstrating the wide applicability of our
method.

5.4.3 Results on batch BO scenarios

First, we note that the prior implementations of LaMBO and MBGA had sev-
eral issues, such as incorrect computation of NEHVI. We fix these issues and
reproduce the results of baseline methods with more update steps for a fair
comparison with our method. Figure 5.2 presents the experimental results on
the RFP task. As shown in Figure 5.2a, both variations of our methods out-
perform the baseline methods in the RFP task. Remarkably, our method with
MLM achieves 25% higher relative Hypervolume indicator value compared to
the best baseline results from MBGA. In a different view, our method with
MLM demonstrates comparable performance while requiring 1.69 times fewer
queries. Figure 5.2b illustrates the frontiers discovered by our method and AL-
MOGEFN. The frontiers obtained through our method completely dominate
those previously discovered by AL-MOGFN, demonstrating the effectiveness
of our proposed active learning method. Additionally, we provide visualizations
of the non-dominated offsprings for each color, highlighting that our method
successfully discovers improved offsprings for all ancestor proteins.

To directly validate the subset selection performance in batch BO scenar-
ios, we evaluate the resulting batch acquisition value of each method in the first

round with the same surrogate model and the initial data. Table 5.3 demon-

69



Method

NEHVI Value (1)

RFP

3 Bigrams

Molecules

Ours

0.779 (0.045)

16.444 (1.529)
9.922 (0.688)

0.698 (0.104)
0.545 (0.064)

LaMBO 0.591 (0.033)
(

MBGA  0.654 (0.052) 12376 (1.576)  0.483 (0.124)

Table 5.3: Subset selection results in the first round of the batch BO bench-
marks (RFP, 3 Bigrams, small molecules) with NEHVI. The mean and standard

deviation values are calculated for 10 trials.
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(a) Multi-round active learning results. (b) Discovered frontiers

Figure 5.2: Multi-round active learning results and the discovered frontiers on
the RFP task under a query limit of 1024. (a) Midpoint, lower, and upper
boundaries show the 50th, 30th, and 70th percentiles, respectively, derived from
10 trials. (b) Colored circles indicates ancestor proteins.

strates that our method achieves higher batch acquisition values compared to
baseline active learning methods, indicating the superiority of our method in

inner loop optimization with a stochastic surrogate model.

5.5 Related works

Genetic algorithms (GAs) for MOCO A widely-used off-the-shelf GA
method for multi-objective optimization, NSGA-II, employs random mutations
and a non-dominated sorting for iterative population updates [119, 143]. Miret
et al. [144] improved GA to better handle large combinatorial search spaces by
utilizing graph neural networks. While GAs are recognized for their simplicity
and adaptability across various types of problems, generic GA methods may

not be suitable for expensive MOCO problems because they often necessitate
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a large number of queries [145].

MOCO based on Markov decision processes (MDPs). An emerg-
ing research direction treats combinatorial optimization problems as decision-
making problems, framing them within the context of MDPs and training poli-
cies via RL or GFlowNet frameworks [101, 127, 146, 147]. In MOCO research,
this perspective has led to the development of methods that train policies to
generate the Pareto set [105, 116, 133, 148-151]. These methods predominantly
utilize preference-based scalarization techniques, such as weighted scalarization
or weighted Chebyshev scalarization, to decompose multi-objective problems
into single-objective subproblems [152]. Li et al. [150] and Kool et al. [151] train
multiple RL agents, each corresponding to a single subproblem. Yang et al. [149]
amortize subproblems into a single problem with a stochastic reward scalarized
by random preference vectors, demonstrating the training of a single RL agent
to solve MOCO problems. Xi Lin [133] introduce a preference-conditioned RL
agent, which is trained to maximize a scalarized reward corresponding to the
conditioned preference vector. In a different approach, Jain et al. [116] and Zhu
et al. [105] employ GFlowNet frameworks to enhance the diversity of the learned
solutions, applying this technique to solve expensive MOCO problems, such as
biological sequence design and molecular graph discovery, in active learning
frameworks.

Latent space optimization (LSO) for MOCO. Rather than directly
searching for candidates in the explicit combinatorial space, Stanton et al.
[8] proposed LaMBO, a LSO-style inner loop optimization method designed
for discrete sequence data. This method involves training an autoencoder and
proposing a batch of candidates through first-order optimization of the batch

acquisition function in a continuous latent space [99, 117, 142].
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5.6 Conclusion

We propose a query-efficient optimization method for expensive MOCO prob-
lems based on active learning utilizing a novel greedy-style subset selection
algorithm. In contrast to prior methods, our subset selection method explicitly
optimizes the batch acquisition function on the combinatorial space. More-
over, our subset selection algorithm trains a greedy policy to address all greedy
subproblems simultaneously, overcoming the typical difficulty of parallelization
in greedy-style approaches. By utilizing the trained greedy policy, our algo-
rithm constructs the proposal batch by sequential sampling from the greedy
policy. Furthermore, we extend the theoretical bound on approximated greedy
algorithms for various types of set functions containing monotone set functions
and sum-dispersion functions. Empirical results on single-round subset selection
benchmark in biological sequence designs show that our method consistently
outperforms baseline methods, finding the batch with higher batch acquisition
value. Surprisingly, in multi-round active learning for red fluorescent protein de-
sign, our approach achieves the same level of performance as baseline methods

but with 1.69x fewer queries, demonstrating its effectiveness and efficiency.

5.7 Proofs
5.7.1 Proof of Theorem 5.3.5

To start, we recall Definition 5.3.4 and Theorem 5.3.5.

Definition 5.3.4. Let F' : U x U — R be any continuously differentiable
function. We define the partial derivative step on u € U given any behavior
u €U as PDp(u;u',n) =u+ na%F(u, u').

Theorem 5.3.5. Let F': U x U — R be a function with some nice conditions.
Also, assume that there exists u* € U such that u* = argmax,c, F(u,u*).
Then, by iterating the update rule u < PDp(u;u’ = u,n), u converges to u* for
a smalln > 0. Furthermore, for any Ny > 0, by iterating the update rule with Ny
partial derivative steps with a fized behavior, i.e., u + (PDp(- v/ = u, 1)) (u),
u converges to u* for a small n > 0.
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We first introduce the intuition of the proposed update rules. Assume that
F:U xU — R is a smooth function and F,/ := F(-,u’) : U — R is a strongly

concave function on U for any v’ € U. Under this assumption, if u,u’ € U

satisfies
0
—F(u,u =0, 5.3
G| (5.3)
we have the following equality:
0
F, = —F ! =0.
(V) = g Fua)| =0

Due to the strong concavity, F,, has a unique maximizer and we finally get the
desired property as following:
u = argmax F,(v) = argmax F'(v, u).
veld vel
Inspired by Jung [153], we design two update rules, whose fixed point satis-
fies Equation (5.3), based on partial derivative steps in Definition 5.3.4. For
simplicity, we introduce notations V1 F', Vo F', V%F, and VoV F as

(ViF)(u,u') = (iF) (u,u'), (Vo F)(u,u') = <8(1/F> (u,u'),

(V2F)(u,u) = <86;F> (u, '), (VaV1F)(u,u') = < aq?ffauF> (u, ).

From now on, we state the conditions on F' required in our proof for justifying

the convergence of the update rules as follows.

Conditions (x):
1. F'is a smooth function.

2. F, is a strongly concave function and the eigenvalues of the hessian
(V2F,) = V2F(u,u) is uniformly bounded by two negative values L <
M <0, i.e.,

L < A\nin (V%F(u,u')) < Amax (V%F(u, u')) <M <0,
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for all u,u’ € U.

3. The square matrix of second order derivatives VoV1 F(u, u') has singular

values bounded above by M’ < —M, i.e.,
0 < omin (VaV1F(u,u)) < omax (VaViF(u,u')) < M' < =M < —L,
for all u,u’ € U.

Assuming these three conditions (x) on F, we prove the following proposition

first.

Proposition 5.7.1. If F : U xU — R satisfies three conditions (x), there exists
ann > 0 and 0 < B < 1 such that the partial derivative step PDp(u;u’,n)
satiesfies the following property:

IPDp(ug; uy, 1) — PDp(ur; uy,n)ll2 < Blluy — w2

for all uy,u),ug, uh € U such that ||ug — uy| < ||ufy — o).

Proof.

[PDp(ug; uy,n) — PDp(ur; uy, )l

= [[(u2 + V1 F(uz,u3)) — (w1 +nV1F(ur,uy))l,

= [[(ug — u1) +n (V1 F (uz,uy) — ViF(ur,uy))ll,

= [[(ug — w1) +n (V1 F (ug, uy) — ViF(ui,us) + Vi F(uy, up) — ViF (ug, uh))ll,
= ||(u2 —up) +n(ViF(ug,ub) — Vi F(u1,ub))

+n (vlF(ulau/Q) - vlF(ulvull)) ||2

1
(ug —up) + T]/ V2F (uy + t(ug — uy), uh)(ug — up)dt
0

1
+n [ VoViF(uy,uy + t(uy — uf))(uy — uy)dt
0

2

1
< ‘ (I + 77/ V2F (uy + t(ug — ul),ué)dt> (ug — uq)
0
2
=A
1

| (0 [ VaVaF s+ oy — )i (s - o)

0

2

=B
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The last inequality is from the triangle inequality and the last equality is from
the fundamental theorem of line integrals. By utilizing the notion of the spectral
norm, we have

[A(u2 —u1)ll2 < omax(A)[[ug — wall2 = max(|Amin (A)[, [Amax (A)]) [uz = u1]l2,

1B(uh — up)ll2 < omax(B)[uz — usll2.

Due to the second condition in (%), A has eigenvalues bounded by 1 + nL and
1+nM, i.e.,
14+ nL < Apin(A) < Apax(4) <1+ nM.

Hence, for 0 < n < —i, A is positive definite since Apin(A) > 14+nL > % > 0.
Thus, we have
Omax(A) = Amax(4) < 1+ nM.

Moreover, utilizing the third condition in (%), B has singular values bounded
above by nM’, i.e.,
Omax(B) < nM’.

As a result, we get
|PDp(ug; uy, n)—PDp(ur;uy, )2
< N A(uz — u1)ll2 + || B(uy — uy)]|2
< Omax(A)|[uz — ui]|2 + Omax(B)||luhy — uy |2
< (UmaX(A) + UmaX(B))HUIQ - ull”Q
(o [Jug — w2 < [luy — ui]2)
< (14 nM +nM")||luy — |,
Since 0 < M’ < —M < —L, we have 0 < 1+nM +nM’' <1 for 0 < n < —5-.

Hence for 0 < 7 < —5- and 8 = (1 +nM + nM') < 1, we proved that the
partial derivative step satisfies the desired property, concluding the proof. [

From Proposition 5.7.1, we can derive two important corollaries.

Corollary 5.7.2. If F : U x U — R satisfies three conditions (x), there exists
ann > 0 and 0 < B < 1 such that the first update rule of Theorem 5.5.5,
u < PDp(u;u' = w,n), is a B-contraction mapping, i.e.,

|PDp(ug; u2,n) — PDp(ui;ur,n)ll2 < Bllug — w2

for all ui,ug € U.
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Proof. This corollary corresponds to Proposition 5.7.1 of the case that u} = uy
and uf, = us. O

Corollary 5.7.3. If F: U x U — R satisfies three conditions (x), there exists
ann >0 and 0 < B < 1 such that the second update rule of Theorem 5.5.5,
u <+ (PDp(;u' = u,n))Nt(u), is a B-contraction mapping, i.e.,

I(PDp (5’ = uz,m)™ (uz) — (PDr (30’ = ur,m) ™ (ur) 2 < Blluz — a2

Proof. For any given u1,us € U, we define the following recurrence relation:

(0) 0) _

1. Initialize uy’ = u1, uy’ = us.
2. Fori=0,..., Ny — 1,
™ = PDp(ufsur,m), wf Y = PDp(uuz,m).

Let 0 < 8 < 1 and n > 0 be the constants that satisfies the property in
Proposition 5.7.1. Then, we prove that Hug) = ugl)||2 < Bllug — uy||2 for all
1 = 1,..., Ny by the mathematical induction on i. We considered the initial

case of ¢ =1 in Corollary 5.7.2. Next, assume that ||ug) - ugi)||2 < Bllua —uqll2

for some ¢ > 1. By plugging in uj < ugi),uz +— uéi),u’l — up,uh — uz to

Proposition 5.7.1, we have
[l — Sy = [PDE(ul”; ur, n) — PDp(us’; ug, n)la < Bllug — i s

since Hug) — ugi)||2 < Bllug — u1|l2 < ||ug — u1||2. Thus, we complete the proof
by mathematical induction on <. ]

By utilizing these corollaries, we prove the convergence of our proposed
update rules when F satisfies three conditions (x).

Proof of Theorem 5.8.5. For simplicity we notate two update rules by
upd; (u) = PDp(u;u' = u,m) and updy(u) = (PDp(-su = u,n))™(u).

From the condition in Theorem 5.3.5, there exists the u* € U such that u* =
argmax, ¢y, F'(u, u*) = argmax, o, Fy,« (u). Hence, u* satisfies %F(u, u®) }u:u* =

0. Thus, u* is a fixed point of upd; and upd,. By Corollary 5.7.2, there exists
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0 < B < 1andn > 0such that upd, is a 8-contraction mapping. For any v € U,

we have
[Jupd; (u) — w”l2 = [Jupd; (u) —upd, (u”)l2 < Bllu — u®l2.
Thus, by repeatedly applying the update rule i times, we get
1(updy )’ (u) — u*l2 < B7llu — u*[|2,

which converges to 0 as i goes infinity since 0 < § < 1. Also, for the second
update rule, we also have 0 < 8 < 1 and n > 0 such that upd, is a S-contraction
mapping by Corollary 5.7.3. By the same logic, we have

I(updy)’(u) = u*[l2 < B'llu — u”[|2,

which converges to 0 as ¢ goes infinity. Hence, for both update rules, we prove

the convergence to u*, finishing the proof. O
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5.7.2 Proof of Lemma 5.3.3, Proposition 5.3.6, and Lemma 5.3.7

For the proof of these statements, we assume that the set-conditioned policy
model has enough representative power to model the policies so that any policy
that generate candidates given any set B is corresponding to " for some
0 co.

In Algorithm 7 and Algorithm 9, we inherently assume the unique maxi-
mizer at each step for ease of understanding. However, rigorously, there can be
multiple maximizers at each step. In such cases, we assume that Algorithm 7
and Algorithm 9 select the candidate uniformly at random among the maximiz-
ers at each step. Consequently, there can be more than one possible solutions
from Algorithm 7. To address this, we define ezact greedy solutions as follows:

Definition 5.7.4. A n-subset B, C X is an exact greedy solution if there
exists xg,...,X,_1 € X that satisfies

Bp ={x0,...,Xn_1}, andV0 <t <n—1, x; € argmax A, (x" | {x0,...,%_1}),
x'eX

where {Xq,...,x;—1} denotes the empty set () if t = 0.

In other words, an exact greedy solution is an n-subset which can be sam-
pled from Algorithm 7 with a positive probability. Now, we recall and prove
Lemma 5.3.3 by contradiction as following.

Lemma 5.3.3. GS(a, 7%, n,l) samples exact greedy solutions almost surely if
set

Tpe 18 the greedy policy.

Proof. (Proof by contradiction.) Let 755" be a greedy policy. According to Def-
inition 5.3.2, we have

Voeco, J0,0%)>7(6,0%). (5.4)

Now, assume the opposite of the desired conclusion, that with a positive prob-
ability, GS(a, 75", n, ) generates X, .. .,X,—1 sequentially by Algorithm 9 and
results in a set B, = {Xq,...,Xp—_1} that is not an exact greedy solution. Then,
GS(a, Wzit, n, 1) also generates xq,...,X,—1 with a positive probability. We de-
note this probability by ¢; > 0, i.e.,

n—1
c = H ot (x; | {x0,...,%xi—1}) > 0. (5.5)
=0
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Since B,, is not an exact greedy solution, there exists at least one 0 <t <n-—1
such that

x; ¢ argmax Ay (x" | {x0, ..., Xt—1}), (5.6)
x'eX

according to Definition 5.7.4. For that ¢, let ﬂ'z)et be the policy that replicates
miet for all set B C X except for {xo,...,x;—1}, that satisfies

x| B) = {wgst(x | B) if B# {x0,...,%1_1},

Vx e X, ert )
l{x;}(X) lfB:{XO,...,Xt_l},
where x; be any maximizer of the marginal gain at ¢-th step, i.e.,

x; € argmax Ay (x| {x0,...,x1-1}).
x'eX

Next, we define the difference in expected return between ¢ and 6* given a set
B as following:

C(B) = Exrset(p) [Da(X | B)] = Exrser(p) [Da(x | B)].

If B # {x0,..., %1}, 7" (x | B) = m3¢'(x | B) for all x € X. Hence, we have

a zero difference C'(B) = 0.

1 ifx=x;
If B=1{xq,...,%x¢_1}, ™% | B) = 13 (x) = b forall x € X.
{xo -1} ¢ (x18) {xt}( ) {0 otherwise

Hence, we have

¢y = C(B)
= Aa(x | B) = Exomer(p) [Aalx | B)]

— (g 21 B)) = Bz 3 Bulx | B)]
( x; € argmax Ay (x| B))
x'eX
B | (8 | B) - sl | B)
< <)I(I,lg§ Ay (x| B)) is a constant given B)

> G | B) | (g 2l 15)) = B | B)].

( Vx € X, (5512? Ag(x' | B)> — Au(x| B) > 0) (5.7)

79



Here,

75 (xy | B) = 732 (x¢ | {%0, -+ Xt-1})

> H 75t (%i | {X0,...,%i—1}) =c1 > 0. (" Equation (5.5))

(5.8)

Moreover,

<)I(111§3(< Ay (x| B)) — Ay(x¢ | B) > 0. (".- Equation (5.6)) (5.9)

By combining Equations (5.7), (5.8), and (5.9), we finally have co > 0. As a
result, we have

C(B _ 0 lfB # {X0>"'7Xt71}a
co >0 if B={x0,...,x4-1}.

Using this,

1
= ZEBNGS (a,m5% k 1)[Ex~w;et(.|3) [Aa(x | B)]]

0%

- = ZEBNGS(a msct k1) Bxmser (13)[Ba (X | B)]]

0%

1
= E Z EBNGS((Z w5t k1) [C(B)]

0%

= (GS(G 71’6.*t t 1))({X0,.. Xt—l}) C9

Probablhty of samphng {x0,...%x¢—1}

1
2 E Hﬂ_SEt XZ ‘ {XO) e ,Xi_l}) C2
Probability of Samp?irng XQ = > Xp—1
cicC
> stet xi | X0, xim}) 2= >0,

Probability of sampling xg — -+ — X1

Thus, we finally have J (¢, 0*) > J (6%, 6*) which contradicts to Equation (5.4).
In conclusion, we complete the proof by contradiction. O
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Next, we recall and prove Proposition 5.3.6.

Proposition 5.3.6. (Policy gradient for J) For any baseline set function b :
28 5 R and the number of episodes N.,

Ne—1
=1 Y (AxY | B) — b(B)Vylogmg(x | B),
j=0

1s an unbiased MC estimator of the partial derivative %J(G, 0') where B ~
%ZZ;& GS(a, w5, k, 1) and xU) ~ 754 | B) for all j € [N].

Proof. This proposition is a variation of policy gradients and our proof also
takes the same idea of the log-derivative trick for obtaining MC estimator of
the derivative [128]. First of all, we can combine n expectations in J(6,6’) by
utilizing the mixture of distributions 1 SrZo GS(a, mst, k, 1) as follows:

n—1
1
J0,0") = n E EBNGS(a,wZ‘ft,k,l)[Ex~7rzet(~|B) [Aa(x | B)]]
k=0

=Ep 1yt asamst k) Exemgerm) [Ba(x | B)]]

ol

Since the mixture of the distributions %ZZ;& GS(a, 7", k, 1) is independent

to 0, we denote this distribution by p for simplicity. Then, our goal is to obtain
the estimator of partial derivative:

0 0
597 (0:0) = 50EpnpExmpei () [Aa(x | B)]]
8 Se
= %0 ( Yo p(B) Y Adx| Bymp(x | B))
BCX,|B|<n xEX
= > »pB) (Z Ao(x | B)Vory™ (x| B)>
BCX,|B|<n xeX
= Y  nB (Z Aq(x | B)mg (x | B)Vglog my® (x | B))
BCX,|B|<n xEX
o \V4 ﬂ_set
.
= Z p(B)]ExNTrzet(,lB) [Aa(x | B)Ve log ’]'['Zet(x ‘ B)}
BCX,|B|<n
=By [Exurge (1) [Ba(x | B)Vologmi(x | B)]| . (5.10)
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For the next step, we prove that following equality holds for any baseline set
function b : 2% — R:

Eg-, [Emzﬁ(,lB) [b(B) Vg log 7 (x | B)H = 0. (5.11)
For any B C X, we have
Exnset(.13) [0(B) Vo log w5 (x | B)]
= b(B)Eynset (. 3)[ Vo log w5 (x | B)]
b(B) Y (x| B)Velogmy*(x | B)

xeX
B) Y Vemi(x | B)
xeX
(Z (x| B ) = b(B)Vy(1) =
xeX

Thus, we get Equation (5.11). By combining Equations (5.10) and (5.11), we
finally achieve

8 / se
557(0.6) =Ep, [szﬁ(w) [(Aa(x | B) = b(B))Vglog mi (x | B)H.

Finally, we derive an unbiased MC estimator ¢ of the parital derivative
£.7(0,0') by

Ne—1

. 1 set (. (4)
QZEZ 7| B) ~ b(B))Vylogmy (x| B),
j=
where B ~ p and x\9) ~ 75°t(- | B). O

Finally, we recall and prove Lemma 5.3.7.

Lemma 5.3.7. For any B, B’ C X satisfying f(B) = f(B'), Ay(x | B) =
Ag(x | B') forallx € X.

Proof. We prove the consequence directly from the definition of HVI as follows:

Aa(X ’ B) = HVI(B; f’ 757 rref) (]E( ) U ~(75)7 rref) ( ~(75)’ I']ref)
- HV(JE( ) U JFUS) ref) (J?(ﬁ) ref)
= HVI(B';f,P,ref) = Au(x | BY).
O
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5.7.3 Proof of bounds for approximated greedy algorithm

In this section, we provide a more formal explanation on bounds for approx-
imated greedy algorithm proposed in Section 5.3.3. First, we introduce the
monotone submodularity.

Definition 5.7.5. (Monotone Submodularity) A real-valued set function a :
2% — R is submodular if the inequality A,(x | B') > A4(x | B) holds for
all B ¢ B C X and x € X\ B. Additionally, a set function a is monotone
if Ay(x | B) >0 for all B C & and x € X\ B. Finally, a set function s is
non-negative if a(B) > 0 for all B C X.

In essence, a monotone submodularity is characterized by a consistently
non-negative marginal gain that diminishes as the augmenting set enlarges. For
a non-negative monotone submodular function a, the exact greedy algorithm
is known to guarantee a (1 — 1/e)-approximation to the optimal n-subset B},
i.e., a(By) > (1 —1/e)a(B};) [111].

In Theorem 5.3.9, we extend this bound to the approximated greedy algo-
rithm when a is any monotone near-submodular set function using the notion

of submodularity ratio, which is formally defined as follows.

Definition 5.7.6. (Submodularity Ratio) Let a : 2% — R be a monotone set
function. For B C X and n > 1, the submodularity ratio vp ,(a) is defined as

A, B’
_ min ZXES (X | ) < 1’
Scx,B'CB\S,|S|<n a(B'US) — a(B')

’YB,n(a) :
where we define 0/0 :=1 (S = () case).

The submodularity ratio measures the extent to which the function a ex-

hibits submodularity [154].

Proof of Theorem 5.3.9

To start, we recall Theorem 5.3.9.

Theorem 5.3.9. Let a : 2% — R be a non-negative monotone set function. If
A is an a-approrimation algorithm, the resulting solution By, of Algorithm 8 is
an (1 — 1/e*1Ban(@)_gpprozimation to the optimal n-subset B, i.e., a(By) >
(1 — 1/e2m0n@)a(By).
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Next, we summarize notations for the proof as follows:

Notation Definition

A an a-approximation algorithm.

neN a cardinality constraint.

a:2¥ - R a non-negative monotone objective set function.

x;“ ex the candidate appended at i-th step of Algorithm 8 with an algorithm A.
B = {x;4 |[0<j<i—1}CX the i-subset constructed by Algorithm 8 with an algorithm A.

B} € argmaxpcy, gj—; o(B) the optimal i-subset of a.

Table 5.4: Notations for the proof of Theorem 5.3.9.

Our proof is an extension of the proof by Das and Kempe [136]. Using the

notion of the submodularity ratio, we first prove the following lemma.

Lemma 5.7.7. For any 0 < i < n, the following inequality holds:

> OC’YB;{‘,TL(G)

A, (x| BA
(x| BfY) -

(a(B}) — a(BFY)).

Proof. Let S; == B} \ B{*. Then,
Aq(xt | BAY > amax A, (x | B
XEX
(" A is an a-approximation algorithm.)
> xes; Aa(x | BYY)
>«
|Sil

(" maximality)

a
> o228 (B U S) - ()
(. Definition 5.7.6, B* € B\ S;,|Si| < |BX| = n)

5 549 (L BAS) — a(BA)

n
qquad (. 1Sil < Bl =n)
O‘fYBA,n(a> %
> Dl o ) ().

(- BX C S; U B, monotonicity of a)
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For the next step, we prove the following lemma using Lemma 5.7.7.

Lemma 5.7.8. For any ¢ > 0, the following inequality holds:

QAYBA n (a’)

o)~ atih) < (1- 72

) (a(B2) — a(BAY).
Proof.

a(B;) —a(Biiy) = a(By) — (a(Bf) + Aa(x{' | BfY))

n
O"YB;{‘,n (a)

< (a(By) — a(B{Y)) - (a(By) — a(BfY))

(" Lemma 5.7.7)

_ (1 B m3<>> (a(B2) — a(B).

Finally, we prove Theorem 5.3.9.
Proof of Theorem 5.3.9. By combining Lemma 5.7.8 with ¢ = 0,...,n — 1, we
get

O"VB;{‘,n (a) "

a(BY) — a(BL) < (1 - ) (a(B) — a(B))

n

n
a a
< (1 - WTL()) a(B}). (" non-negativity of a)
n

Finally, we get the desired bound as follows:

o5 = a3 - (1- 7220
_ <1 - <1 - MB%”(G)>H> a(B;)
> (1 - %14()) a(BY). (- (1= 1/t)' < 1/e for any ¢ > 1)

O]
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Proof of Theorem 5.3.10

First, we recall Theorem 5.3.10.

Theorem 5.3.10. Let s be a non-negative monotone set function and div be
a sum-dispersion. If A is an a-approrimation algorithm, Algorithm 8 with the
set function (s/2 + Adiv) returns By, an («y/2)-approzimation to the optimal
n-subset B of (s + Adiv) where 4 = v, uBx n(5).

Theorem 5.3.10 suggests a bound for non-oblivious variation of the ap-
proximated greedy algorithm which guide the algorithm with the set function
a = s/2 + Adiv that is different to the actual objective function s + Adiv [155].
Our bound extends the theoretical bound of the non-oblivious exact greedy al-
gorithm proved by Borodin et al. [138] when the objective set function is the
sum of a submodular function and a sum-dispersion function. Our proof com-
bines the ideas from Borodin et al. [138] and Das and Kempe [136]. To start,

we define some notations as following:

Notation Definition

A an a-approximation algorithm.

neN a cardinality constraint.

5:2¥ 5 R a non-negative monotone set function.

div:2¥ - R a dispersion function defined as div(B) = 3> 5> p d(x,x') for a metric d.
A>0 a real-valued coefficient that controlls tradeoff between s and div.

a = s+ Adiv the actual objective set function to optimize.

a=s/2+ Mdiv the set function to optimize during subproblems of Algorithm 8.

xftex the candidate appended at i-th step of Algorithm 8 with a = %s + Adiv and A.
B = {x;“ [0<j<i—1}CAX the i-subset constructed by Algorithm 8 with @ = 3s+ Adiv and A.

B} € argmaxgc x| p|=; a(B) the optimal i-subset of a = s + Adiv.

¥ = VBzuBAn(S) the submodularity index.

Table 5.5: Notations for the proof of Theorem 5.3.10.

For notational simplicity, we define d(B,B’) = > 5> wep d(x,x’) for
any B, B’ C X. Then, div(B) = 3d(B, B). We introduce two lemmas from the
previous works [138, 156]. For the completeness, we contain the proof of these
lemmas.

Lemma 5.7.9. [156] For a given metric function d : X x X — R and two

disjoint sets B, B' C X, we have the following inequality: (|B'| — 1)d(B, B") >
| B|div(B’).
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Proof.
| B|div(B')
1
= §|B]d(B’, B

PP IR

xeEBx'eB’' x""eB’

xEBx'eB’ x”EB’\{X’}

1
<3 Z Z Z (d(x,x") +d(x,x")) (. triangle inequality)

xEBx'eB’ x”GB’\{X’}

= % Z Z Z d(x,x’) + Z Z Z d(x,x")

XGB XIEBI X”GB,\{X,} XEB X”EBIX EB/ {x/l}
B -1 B -1
PSS )+ P S S )

xeBx'eB’ xeB x'""eB’
=(IB1-1)>_ ) dx,x)=(B|-1)d(B,B).
xeB x'eB’

O]

Lemma 5.7.10. [138] For1<i<mn,letU = B:NB}, V =B - U, and

W =B} —U. If |[W| > 1, we have the following inequality:

iwi

A ———div(B}).
A W) = ()
Proof. Using Lemma 5.7.9,
(IW| = 1Dd(V,W) > |V|div(IW), (5.12)
(W] = 1Dd(U,W) > |U|div(IWV), (5.13)
(|U| = 1D)d(U,W) > |W|div(U). (5.14)
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Also,
. * 1 /
div(B;) = 5 ) dxx)
x€B} x'€B};

= % Z Z d(x,x") (B, =UUW)

xeUUW x'eUUW

— % (Z > d(x,x’)>

xecU x'eU
+ (Z Z d(x,x/)> —I—% (Z Z d(x,x’))
xeUx'eW xeW x'eW
=div(U) + d(U, W) + div(W). (5.15)

By combining four equations as

(Wi=1vi
n((W|-=1)

iw]
n(n—1)’

(5.12) x +(5.13) x +(5.14) x +(5.15) x

i
W] -1 n(n—1)

we have the following inequality:

d(U,W) +d(V,W) — n(n —1)(|W|—1) - m

div(BY). (5.16)

n

Hence, we have the desired result as follows:

d(B, W) =d{UUV,W)
= d(U,W) +d(V, W) C-UNV =0)
i{Win —|[W])
n(n—1)((W|-1)
(-1<|W[< By =n)

> d(U,W) + d(V, W) — div(W)

iwi

> mdiv(B;). (" Equation (5.16))

For the convenience, we introduce the following lemma:

Lemma 5.7.11. For any B C X and x € X, the following inequality holds:
%Aa(x | B) < Aa(x | B) < Au(x | B).
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Proof.

1
Afz(x | B) = QAS(X ‘ B) + )\Adiv(x ’ B)
< Ag(x | B) + MNaiv(x | B) (*. monotoniciy of s)
= AQ(X ‘ B)7
1
As(x | B) = §AS(X | B) + AMgiv(x | B)
> % (As(x | B) + Mgiv(x | B)) (*.- monotoniciy of div)
_ %Aa(x | B).

Proof of Theorem 5.3.10.

(Case 1: n=1)

Let x' € X be the maximizer of Az(- | #) and x* € X be the maximizer of
Ay(- | 0), i.e.{x*} = Bf. Then, we have

a(Bf') = a({x)'})

= s({x'}) + Adiv({xg'})

> %s({xg‘}) + Mdiv({xg'}) (. non-negativity of s)

= a({xp'})

= Aa(xgt | 0)

> ala(x' | 0) (- xg' is an a-approximation)
> ala(x* | 0) (.- optimality of x)

— o (gotoen +av(x)

> %(s({x*}) +div({x*))) (.- non-negativity of div)

= La(fxy) = Sa(B]) > Ta(B))

(Case 2: n > 1)
Forany 1 <i<mn,let U=B:NBAV =B*-U,and W = B} — U as in
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Lemma 5.7.9.
(Case 2.a.:n > 1and |[W|=1)
In this case, we have i = n— 1 and B4 C B} since i < n. Let x* € B/* | be the

element that is not in B%, i.e., {x*} = B\ B/ |. Let x' € X\ B | be the
maximizer of Ag(- | Bn_l). Then,
a(By) = a(Byly) + Aa(xiy | Bity) (0B =Bl U{xp})
> a(BA ) + ol (x| BA ) (x| is an a-approximation)
> a(B2 ) +ala(xT | B ) (- Lemma 5.7.11)
> a(B; ) + ala(x* | BiLY) (.- optimality of x1)
> a(Bi ) + A o(x* | BA ) (.- Lemma 5.7.11)
> %(a(B;L4 D+ Au(x* | BiL ) (. non-negativity of a)
%a(B ) > 77 a(B"). (.* Definition 5.7.6)

(Case 2.b.:n > 1 and |[W| > 1)
Now we can consider the case that n > 1 and |[W| > 1. Using Lemma 5.7.10,
we have

A S i

Using the monotonicity of s and the fact that Bg4 UWw C BZA UB: C BAUB;,
[W| < |B%| = n, and W N BA = () with Definition 5.7.6, we have

DA B 24 (s(B W) = s(Bf)) = A(s(By) —s(B;)).  (5.18)

div(B?). (5.17)

xeW
Thus,
> Aax|BY=> GAS(X | B + Ad(x, Bf‘))
xeW xeW
=) %As(x | B + \d(W, B#)
xeW
> L — _ .
> 5(s(By) = s(Bi) + s div(B)

(. Equations (5.17) and (5.18)) (5.19)
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By utilizing the previous inequality, we have

A~(XA | BA
>a max As(x|Bf) (- x is an a-approx.)
XGX\BA

> Aa(x | BY

W] XEZV:V

1Py
S 2|C¥V?/|<S<B:l) _S(B?))erdW(B*) (.- Equation (5.19))
T

> SH(s(B) = s(B) + s

By summing the inequality above for all ¢ from 0 to n — 1, we have

div(By). (- [W]<|By[=mn)

%( A) + \div(BA ZA (x| BA)
2%5(3;;)—8(3 )+ Daiv(By)
zc“;( (By) — s(BY) + Adiv(By)).

(.4 <1 and non-negativity of div)

Hence,
14+ a¥y
2

Finally, we have

s(BA) 4+ Adiv(BA) > ?(S(B;;) + Mdiv(BY)).

a(BY) = s(B;Y) 4+ Mdiv(B)
1+«

> s(B;) + Adiv(B;) (A a<l)

2>

> TH(s(B}) + Adiv(By) = Sa(B;).

Connection to Prior Bounds

Since vp,n(a) = 1 for any B, n when a is monotone submodular, Theorem 5.3.9
directly contains a bound for the monotone submodular case (Corollary 5.7.12)

proved by Goundan and Schulz [112].
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Exact Greedy Algorithm Approximated Greedy Algorithm

Condition on Acquisition w/o diversity w/ diversity w/o diversity w/ diversity
Submodular 1—1/e [111] 1/2 [138] 1—(1/e)* [112] /2 (Theorem 5.3.10, v = 1)
Near-submodular 1—(1/e)7 [136] ~/2 (Theorem 5.3.10, « =1) 1—(1/e)*? (Theorem 5.3.9) «av/2 (Theorem 5.3.10)

Table 5.6: Bounds for the exact greedy algorithm and the approximated greedy
algorithm.

Corollary 5.7.12. Let a : X — R be a non-negative monotone submodular
set function. If A is an a-approzimation algorithm, Algorithm 8 returns an
(1 —1/e*)-approximation to the optimal n-subset.

Similarly, Theorem 5.3.10 directly contains the following corollary.

Corollary 5.7.13. Let s be a non-negative monotone submodular set function
and div be a sum-dispersion function. If A is an a-approximation algorithm, Al-
gorithm 8 with the set function (s/24Adiv) returns By, an (a/2)-approzimation
to the optimal n-subset of (s + A\div).

Note that the o = 1 case of Corollary 5.7.13 is the same as the bound for the
exact greedy algorithm proved by Borodin et al. [138]. Finally, Table 5.6 sum-
marizes the prior bounds and new bounds for the exact greedy algorithm and

the approximated greedy algorithm for various conditions on the set function.
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Chapter 6

Q-Palette: Fractional-Bit
Quantizers Toward Optimal Bit

Allocation for Efficient LLM
Deployment

6.1 Introduction

Large language models (LLMs) have recently achieved significant success across
diverse tasks and are increasingly being deployed on resource-limited edge de-
vices, such as laptops or smartphones [157-159]. However, these edge devices
typically have limited memory resources and often process small-batch work-
loads, making inference severely memory-bound. Weight-only quantization has
thus become essential, allowing models to achieve significantly greater compres-
sion at similar levels of performance compared to quantizing both weights and
activations. Moreover, recent studies have demonstrated that weight-only quan-
tization, beyond its well-known compression advantages, can also significantly
accelerate inference speed in small-batch decoding scenarios by alleviating mem-

ory bottlenecks [2, 160, 161]. Specifically, we address weight-only post-training
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quantization (PTQ), enabling model quantization without costly retraining or
extensive calibration data, which are common constraints in real-world deploy-
ments [162, 163].

However, quantizing LLM weights remains challenging due to inherently ir-
regular, heavy-tailed distributions containing outliers that significantly broaden
quantization ranges [160, 164-166]. To address this, recent research introduced
a theoretically grounded approach known as incoherence processing, which ap-
plies rotation matrices (e.g., random Hadamard transforms) to weight matri-
ces, reducing outliers by modifying distributions into approximately Gaussian
forms [167-170].

We begin with a natural question: if ideal Gaussian quantizers were avail-
able at arbitrary fractional bitwidths, how should we allocate bits across layers
to minimize performance degradation under a fixed memory budget? Building
upon the linearity theorem [171], which approximates performance degradation
by quantization as a weighted sum of layer-wise mean squared errors, we derive
an information-theoretically optimal bit allocation strategy for Gaussianized
weights. Our analysis reveals that fine-grained fractional-bit quantizers that
closely match their theoretical distortion bounds are essential to approaching
the quantization performance predicted by theory. However, existing sophisti-
cated Gaussian quantizers, such as trellis-coded quantization, have only been
implemented with fused kernels for a limited set of integer bitwidths (e.g., 2, 3,
4 bits), with little or no support for batch sizes larger than one [170, 172-174].

To bridge theoretical insights with practical quantization, we introduce @-
Palette, a versatile set of fractional-bit quantizers, ranging from trellis-coded
quantizers (TCQ) for near-optimal distortion to simpler vector and scalar quan-
tizers for low latency, covering diverse accuracy-latency trade-offs. We provide
optimized CUDA kernels supporting a wide range of fractional bitwidths with
broader batch size support than prior sophisticated quantization methods (e.g.,
QTIP [174]). To enable even finer bitwidth control, we further propose half-
TCQ, anovel TCQ variant that mixes two TCQ quantizers of different bitwidths
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Figure 6.1: Qualitative comparison of quantization frameworks based on Q-
Palette against the NormalFloat baseline with FLUTE kernels [1, 2], evaluated
on the LLaMA 3.1-8B model using an RTX4090 GPU with a batch size of 1.
Compared to (a) NormalFloat, (b) single-scheme quantization with TCQ-3.25
achieves a 17% inference speedup, (¢) MSQ with Q-Palette provides a 28%
speedup, and (d) fusion-aware MSQ further yields a 36% speedup alongside re-
duced WikiText2 perplexity, highlighting the practical effectiveness of Q-Palette
and our MSQ framework. In the MSQ visualizations, columns represent trans-
former blocks, and rows represent linear layers, with colors indicating selected
quantization bitwidths. The right visualization illustrates fused layers within
the 30-th transformer block from configuration (d).

within a single layer (e.g., 2.5 and 3.0 bits) to realize intermediate bitwidths
such as 2.75 bits, and extend our CUDA kernels to support this variant.

We integrate Q-Palette into a resource-constrained mixed-scheme quantiza-
tion (MSQ) framework to demonstrate its practical utility. To further improve
accuracy-latency trade-offs, we propose fusion-aware MS(Q, the first MSQ ap-
proach that jointly optimizes quantizer selection and layer fusion, introducing
a new optimization dimension (see Figure 6.1). Here, linear layers sharing the
same input (e.g., query, key, and value projections in a Transformer block) can
be fused into a single linear layer, reducing memory accesses and kernel launches
[161, 175, 176]. By incorporating layer fusion, fusion-aware MSQ achieves sig-
nificant gains in accuracy-latency trade-offs. Extensive experiments on LLaMA

2, LLaMA 3, and Qwen models demonstrate that our MSQ framework with Q-
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Palette consistently outperforms strong data-free and data-aware weight-only

PTQ baselines under both memory- and latency-constrained settings.

6.2 Preliminaries

6.2.1 Linearized surrogate objective for post-training quantiza-
tion
Previous studies have approximated the performance degradation in neural net-
works induced by PTQ as a linear combination of layer-wise surrogate losses
derived from second-order Hessian approximations [177, 178]. In the context
of LLMs, where performance is typically measured by perplexity, the linear-
ity theorem shows that the perplexity increase induced by quantization can
be accurately approximated as a weighted sum of per-layer quantization errors
[171]. This surrogate is especially valuable for data-free quantization scenarios
where Hessian-based surrogate losses are unavailable. Formally, the linearized

surrogate is expressed as:

LUQMW L)) — LUWY L) ZazHQ - Will?/|Will?,

= err(Q;W;)

where L(-) denotes the perplexity loss, W; € RE" %™ is the weight matrix of
layer [, Q(-) is a quantization function, a; is the empirically estimated sensitivity
coefficient for layer [, and err(Q; ;) is the normalized quantization error of layer
L.

Leveraging this surrogate, the memory-constrained MS(Q problem with a

set of candidate quantizers Q can be formulated as a multiple-choice knapsack
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problem (MCKP):

L Q|
minimize Z ay Z Py -err(Qq; W) (6.1)
que{ovl} =1 q*l
Q]
subject to Zqu =1, VI<I<LL,
q=1
L 19|
> Py bit(Qq; Wi)dihdp™ < M,
=1 g=1

where ), denotes a candidate quantizer, bit(Qq; W;) is the average number
of bits per weight component for the weight matrix W; quantized by @,
Py, € {0,1} is a binary indicator selecting quantizer @, for layer [, and M
denotes the total memory budget (in bits) allocated for quantized model [179].
This formulation explicitly casts MSQ as a combinatorial optimization problem
grounded in a linearized performance surrogate, providing a principled frame-

work for optimal bit allocation under strict memory constraints [171, 178].

6.3 Q-Palette: fractional-bit quantizers
6.3.1 Motivation and design goals

Building on the theoretical foundation introduced in Section 6.2, we now de-
rive the information-theoretically optimal bit allocation strategy and discuss
its implications for the design of practical quantizers. Under the assumption
that weight matrices are Gaussianized via incoherence processing, the quan-
tization problem can be viewed as a Gaussian source coding problem. In this
setting, classical rate-distortion theory establishes a fundamental lower bound
on expected quantization error as Elerr(Q)] > 27 2P@[180]. Assuming ideal

Gaussian quantizers that achieve this bound at arbitrary fractional bitwidths
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b; > n, the memory-constrained MSQ problem (6.1) simplifies to:

L
minimize Z @272 (6.2)
bi>n =1

L
subject to Z bidPd?"t < M,
I=1
where b; is the fractional bitwidth allocated to layer [, and n > 0 is a mini-
mum bitwidth threshold introduced to avoid degenerate cases such as assigning
0-bit to a layer. This formulation admits a closed-form solution as stated in
Theorem 6.3.1.
Theorem 6.3.1 (Optimal bit allocation with ideal Gaussian quantizers). If

the budget M is feasible, i.e., M > HZILZI df”dl"“t, then the optimal fractional
bit allocation {b}} for Problem (6.2) is given by

aj

1
bf = In — V1<I<L
’ max{”’mn@)(nd;ndgut>+c}’ ==

for the constant C' that satisfies the memory constraint ), b;‘d}nd?ut =M.

Proof. Let’s start by formulating the Lagrangian function for problem (6.2),
explicitly including the constraint b; > 1 via Lagrange multipliers y; > 0 and
the budget constraint via A > 0:

L L L
Lo A {m}) =) a2 + A (Z bdimdet — M) = b = n).
=1 =1 =1

By differentiating the Lagrangian with respect to b; and setting it equal to
zero to find the stationary points, we have:
oL ;
= = —21n(2) ;27 % 4+ AP — iy = 0.
ob;
Since, for all [, y; > 0 and complementary slackness requires p;(b; —n) = 0
[181], we have two cases:
Case 1: If b] > 7, complementary slackness implies y; = 0, and thus:

o—2b _ Adj"dp

2In(2)a;
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Taking logarithms on both sides and rearranging terms explicitly, we obtain:
aj

* 1 ajy 1 . 1
by = 21n(2) <ln d}ndfut>+21n(2) (In(2In(2)) —In(A)) = 2In(2) (1 dmdout>+0()\),

where, the constant term C'(\) is defined as C(\) := 21&(2) (In(21n(2)) — In(A)).
Case 2: If b] = 7, we directly have:

by = .

Combining these cases yields the optimal fractional bit allocation:

1 a;
by = In-— A
P {”’ 21n(2) ( ! d;nd;mt) + )} ’

where the constant C'(\) is chosen such that the memory constraint

L
D bidprdp™t < M,
=1

is tight (i.e., equality holds). This equality condition emerges naturally, as the
objective function of Problem (6.2) is non-increasing in b; due to the non-
negativity assumption (a; > 0). Therefore, increasing C'(\) until the constraint
is exactly met cannot worsen the objective, completing the proof. O

In practice, quantization must be carried out with a finite set of non-ideal
quantizers Q = {Q1,...,@n}, so the solution to the memory-constrained MSQ
problem (6.1) generally deviates from the ideal fractional allocation {b}} of
Theorem 6.3.1. We make this quantization optimality gap precise. Let {Q;}
denote the quantizers selected from Q by solving (6.1). The gap is the difference

in objective value between this practical solution and the ideal one,
L
> a (erm(@) - 2727),
=1

where we abbreviate err(Q;; W) as err(Q;}) and bit(Q;; W;) as bit(Q7).

This gap decomposes into two interpretable terms,

ia (err Q) 2_21’;) = ial (err(Q ) — 27 2it(@) ) i (2_%lt @) 2_%7) .

=1 =1

Total gap Distortion gap Bit allocation gap
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Table 6.1: Optimality gap analysis for different quantizer sets on LLaMA 3.1-8B.
TCQ-ALL includes all fractional TCQ bitwidths from 1.5 to 5.0 in Q-Palette.

Quantizer pool Bitwidth Distortion gap (1) Bit allocation gap (|) Total gap () Surrogate objective ()
VQ-2,3,4 3.25 0.0586 0.0130 0.0716 0.1219
TCQ-2,3,4 3.25 0.0198 0.0129 0.0327 0.0830
TCQ-ALL 3.25 0.0145 0.0023 0.0168 0.0671
Ideal Gaussian quantizer 3.25 0 0 0 0.0503
VQ-2,3,4 2.50 0.1282 0.0178 0.1460 0.2883
TCQ-2,3,4 2.50 0.0306 0.0178 0.0484 0.1907
TCQ-ALL 2.50 0.0260 0.0034 0.0294 0.1717
Ideal Gaussian quantizer 2.50 0 0 0 0.1423

Both terms are non-negative, by rate-distortion theory and by the optimal-
ity of {b} for the continuous problem (6.2), respectively. The distortion gap
measures how closely each practical quantizer )] approaches the Gaussian dis-
tortion bound 2-2P@) while the bit allocation gap measures how well the
available bitwidths {bit(Q) | @ € Q} approximate the ideal allocation {bj}.
To see how quantizer-set design affects each component, Table 6.1 reports the
two gaps for LLaMA 3.1-8B under 2.5- and 3.25-bit constraints. Two obser-
vations stand out. First, on quantizer quality: VQ-2,3,4 and TCQ-2,3,4 incur
comparable bit allocation gaps, yet TCQ-2,3,4 yields a much smaller distor-
tion gap, so their performance difference stems mainly from quantizer quality
rather than allocation. Second, on bitwidth support: moving from TCQ-2,3.4
to TCQ-ALL substantially reduces the bit allocation gap, showing that richer
fractional-bitwidth support enables a closer match to the theoretical ideal.
This analysis motivates @-Palette, a versatile collection of fractional-bit
quantizers built around high-quality TCQ that closely approaches the distor-
tion bound while providing broad fractional-bitwidth support, thereby reducing
both the distortion and the bit allocation gaps. Q-Palette is further designed
to account for the trade-off between quantization error and inference cost, bal-

ancing the two across deployment scenarios.
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6.3.2 Quantization schemes in Q-Palette

Q-Palette includes three quantizer families, non-uniform scalar quantization
(NUQ), vector quantization (VQ), and trellis-coded quantization (TCQ), span-
ning a range of quantization error and inference latency trade-offs. In this sec-
tion, we briefly introduce these quantization schemes.

Non-uniform scalar quantization. NUQ quantizes each scalar weight
by assigning it to an entry in a non-uniformly spaced lookup table (LUT),
in contrast to uniform scalar quantizers, which use equally spaced intervals
[182]. We construct NUQ codebooks via k-means clustering on random Gaussian
samples [183], thus optimizing the codebook entries for Gaussianized weights.
NUQ incurs low dequantization overhead and enables efficient inference [2, 161].

Vector quantization. VQ partitions weight vectors into groups of fixed
dimension, assigning each group to the nearest vector entry in a precomputed
codebook [184]. In Q-Palette, we specifically implement 2D VQ, generating
codebooks via k-means clustering on random 2D Gaussian samples. Efficient
kernel implementations rely on LUTs whose sizes are powers of two, enabling
compact bit-level representations. Consequently, fractional bitwidths at 0.5-bit
intervals become natural candidates for efficient implementations. For instance,
a (23,2)-shaped LUT (eight 2D vectors) encodes two elements with 3 bits,
effectively achieving 1.5 bits per scalar weight. Such constructions enable VQ
to support fractional bitwidths at intervals of 0.5 bits.

Trellis-coded quantization. TCQ is known as a sophisticated Gaussian
source quantizer, achieving near-optimal distortion performance [172]. Recently,
QTIP introduced optimized CUDA kernels for the bitshift variant of TCQ [174,
185], which encodes each high-dimensional real-valued vector v into a binary

bitshift representation r:
vji-V:(i+1)-V]=LUT (x[i-s:i-s+L]),

where each V-dimensional subvector is represented by a sliding bit-window of

length L, shifted by s bits at each step. This encoding achieves an effective frac-
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Figure 6.2: Gaussian quantization error of Q-Palette quantizers (NUQ, VQ,
TCQ) compared to the uniform baseline.

tional bitwidth of s/V. While previous TCQ kernel (QTIP) supported integer
bitwidths (e.g., 2, 3, 4 bits with shifts s = 4, 6, 8 for V' = 2) and were limited
to single batch, we significantly expand practical applicability by introducing
fractional bitwidth support (e.g., 1.5, 2.5, 3.5, 4.5, 5.0 bits corresponding to
shifts s = 3,5,7,9,10 for V = 2) and optimized kernels supporting inference at
batch sizes up to 8. For constructing the LUT, we follow the protocol of QTIP,
which is also based on k-means clustering of Gaussian samples.

Furthermore, we introduce half-TCQ, a simple extension enabling quanti-
zation at intermediate fractional bitwidth intervals. Specifically, given a weight
W e Rénxdout half- TCQ partitions the matrix row-wise and applies differ-
ent bitwidth quantization to each partition. For example, to achieve 2.75 bit
quantization, half-TCQ quantizes W: di, /2] at 2.5 bits and the remaining half
Wdin/2 :] at 3 bits. To preserve computational efficiency, we implement a ded-
icated CUDA kernel that performs fused dequantization and matrix multiplica-
tion for half-TCQ in a single kernel call. As illustrated in Figure 6.2, TCQ-based
schemes, including half-TCQ, consistently achieve quantization error close to

theoretical lower bounds, outperforming simpler quantizers.
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Quantization scheme Kernel implementations Supported bitwidths (bits)
Non-uniform scalar quantization (NUQ) Tensor Core, CUDA Core 2.0, 3.0, 4.0, 5.0, 6.0, 7.0, 8.0
Vector quantization (VQ) Tensor Core, CUDA Core 1.5, 2.0, 2.5, 3.0, 3.5, 4.0, 4.5, 5.0, 5.5, 6.0

Tensor Core (TCQ) 1.5, 2.0, 2.5, 3.0, 3.5, 4.0, 4.5, 5.0
Tensor Core (Half-TCQ) 1.75, 2.25, 2.75, 3.25, 3.75, 4.25, 4.75

Trellis-coded quantization (TCQ)

Table 6.2: Quantizers, kernel implementations, and supported bitwidth intervals
in Q-Palette.

6.3.3 Implementation details for efficiency

Reducing rotation overhead. Incoherence processing rotates weights along
both input and output dimensions (W — RW R’) with per-tensor scaling, yield-
ing approximately standard Gaussian distributions. However, each rotation also
requires rotating activations online during inference (e.g., X — X R), incurring
significant computational overhead [168, 170, 174]. We reduce this overhead by
rotating weights only along the input dimension (W — RW) and applying per-
output-channel scaling, normalizing each rotated column to an approximately
standard Gaussian distribution. Additionally, we share rotation matrices among
linear layers with identical inputs (e.g., query/key/value or gate/up projections
in Transformer blocks). Combining these techniques reduces the number of on-
line rotations per Transformer block from 14 to 4.

Kernel implementation. We implement two types of CUDA kernels op-
timized for different inference scenarios: (i) Tensor Core-based kernels and (ii)
CUDA Core-based kernels. Our Tensor Core-based kernels, supporting TCQ),
NUQ, and VQ, extend the single batch implementation from QTIP, which
leverages warp-level mma (matrix-multiply-accumulate) instructions [186]. In-
tegrating efficient dequantization logic into this framework involves non-trivial
engineering efforts, including the precise mapping of quantized weights to mma
instruction fragments. Overall, our implementation extends kernel support from
integer bitwidths (2, 3, 4 bits) to fractional bitwidths (1.5, 2.5, 3.5, 4.5, 5.0 bits).
To further minimize overhead at larger batch sizes, we traverse each quantized

weight exactly once, directly loading and performing register-level dequanti-
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Decoding-latency speedup compared to FP16 (batch size = 1)

Quantizer 2.0 2.25 2.5 2.75 3.0 3.25 3.5 3.75 4.0 4.25
NF w/ FLUTE [1, 2] - - - - - 2.33x - - - 2.20x
QTIP [174] 2.91x - - - 2.49% - - - 2.23% -
Ours-NUQ-TC 3.64% - - - 2.97x% - - - 2.57x% -
Ours-NUQ-CC 3.70x 3.07x 2.61x
Ours-VQ-TC 3.63% - 3.24% - 2.97x% - 2.69% - 2.57x% -
Ours-VQ-CC 3.69x 3.36x 3.07x 2.82x 2.60x

Ours-TCQ-TC 3.57x  3.23x  3.13x  2.95x 296x 2.72x 2.70x 2.61x 2.59x 2.3Tx

Decoding latency speedup compared to FP16 (batch size = 8)

Quantizer 2.0 2.25 2.5 2.75 3.0 3.25 3.5 3.75 4.0 4.25
NF w/ FLUTE [1, 2] - - - - - 2.28% - - - 2.13x
QTIP [174] 0.74x 0.55x 0.47x
Ours-NUQ-TC 3.28x - - - 2.78x% - - - 2.46x -
Ours-NUQ-CC 2.80% 2.56% 2.11x
Ours-VQ-TC 3.28x - 2.87x - 2.74% - 2.34% - 2.47x -
Ours-VQ-CC 2.94x - 2.72x - 2.66x - 2.46x - 2.37x -

Ours-TCQ-TC 3.16x  2.92x  2.80x 2.75x 2.74x 2.56x 2.47x 2.49x 246x 2.2Tx

Table 6.3: Decoding-latency speedup of quantized LLaMA 3.1-8B models rela-
tive to the FP16 baseline on an RTX 4090 GPU. ‘TC’ and ‘CC’ denote Tensor
Core and CUDA Core kernels, respectively.

zation without intermediate storage. Input activations are cached in shared
memory for efficient reuse across multiple weight multiplications, significantly
improving inference efficiency.

Our CUDA Core-based kernels, supporting NUQ and VQ, extend the Any-
Precision LLM kernels [161], originally designed for NUQ. Specifically, we re-
place bit-plane encoding with simpler bit-packing encoding to simplify the de-
quantization process. Additionally, we incorporate Any-precision’s table lookup
merging technique into both Tensor Core and CUDA Core-based NUQ kernels
for bitwidths 2, 3, and 4, further reducing dequantization overhead. Table 6.2
summarizes the supported kernel implementations and bitwidths for quantiza-
tion schemes in Q-Palette.

Table 6.3 summarizes the end-to-end decoding-latency speedup for LLaMA
3.1 8B models quantized at various bitwidths (2.0-4.25 bits) using quantizers in
Q-Palette, compared against two baselines: NormalFloat with FLUTE kernels
and QTIP [1, 2, 174]. Our quantizers consistently deliver superior inference

speed while supporting a wide range of finer-grained fractional bit quantization.
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Figure 6.3: Performance comparison of memory-constrained MSQ for different
quantizer sets in Q-Palette on LLaMA 3.1-8B.

For smaller batch sizes (batch size = 1), CUDA Core-based kernels typically
outperform Tensor Core-based kernels, whereas Tensor Core-based kernels often
provide better latency at larger batch sizes (batch size = 8). Although TCQ
incurs slightly higher latency overhead compared to NUQ and VQ, our TCQ
quantizers still achieve significantly faster decoding speed compared to baseline
quantizers, clearly demonstrating practical efficiency improvements for real-
world inference workloads. Note that our TCQ quantizers extend QTIP and,
at batch size 1, primarily differs by supporting a wider range of bitwidths and
reducing the number of online Hadamard transforms, thereby lowering rotation
cost and improving decoding-latency speedup, e.g., from 2.91x to 3.57x at
2-bit.

6.4 Mixed-scheme quantization with Q-Palette
6.4.1 Mixed-scheme quantization under resource constraints

The memory-constrained MSQ formulation introduced in Section 6.2 naturally
generalizes to broader resource constraints such as inference latency. Follow-

ing prior one-shot mixed-precision quantization frameworks [171, 177, 178], we
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formulate resource-constrained MSQ as MCKP:

L 19|
H;llqnel%}lz}e ;;qu Uy (6.3)
Q]
subject to Zqu =1, VI<I<LIL,
q=1
L 19
Z Z ]qu * Clgq < C7
=1 g=1

where the loss term ¢, denotes the estimated loss in performance incurred by
selecting quantizer @ for layer [, the cost term c¢;; = cost(Qg; W;) represents
the profiled resource cost (e.g., memory or latency), and the total resource
constraint is denoted by C. The loss term ¢;, can be instantiated in various
ways depending on available information. For example, in data-free settings,
we approximate the loss term as ¢, = a; - err(Qq; W), as in Equation (6.1),
where a; is a layer-wise sensitivity coefficient computed following the proto-
col of HIGGS [171]. We estimate err(Q,; W;) using the precomputed distortion
of ()4, obtained by quantizing a random Gaussian matrix. This enables fast
estimation of loss terms in data-free scenarios without fully realizing the quan-
tization pipeline. While a dynamic programming algorithm exists for solving
MCKP [187], we simply use the SCIP solver provided by Google OR-Tools for
flexibility and ease of implementation [188].

We illustrate the effectiveness of Q-Palette in Figure 6.3 by comparing
memory-constrained MSQ results across different quantizer subsets within Q-
Palette. Specifically, TCQ-ALL includes all TCQ quantizers available in Q-
Palette, while TCQ-2,3,4 and VQ-2,3,4 reflect integer-bitwidth quantizers sup-
ported in QTIP and HIGGS, respectively [171, 174]. Although QTIP is orig-
inally a single-scheme baseline, our constructed integer-bitwidth subset TCQ-
2,3,4 serves as a reasonable reference to evaluate the benefit of broadened
quantizer support. The results clearly highlight the advantage of TCQ-ALL,
demonstrating that the broadened quantizer support provided by Q-Palette
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consistently yields superior performance.

6.4.2 Fusion-aware mixed-scheme quantization

Layer fusion is a widely used optimization for accelerating inference speed of
DNN models [175, 176]. Within each Transformer block, certain linear layers,
such as {query, key, value} projections or {up, gate} projections, share the
same input and can be fused into a single linear layer. For example, instead of
separately computing XW,, XW}, and XW,, we can concatenate the weight
matrices and compute X (W, & W & W,,), followed by splitting the output
(see the right side of Figure 6.1). Layer fusion can reduce the number of ker-
nel launches and memory accesses, thereby providing further opportunities for
inference speedup.

We propose fusion-aware MSQ, a novel MSQ framework that jointly opti-
mizes quantization with the additional design dimension of layer fusion. Fusion-
aware MSQ simultaneously determines 1) how to group layers for fusion and 2)
which quantizer to assign to each fused group. Whereas standard MSQ (Equa-
tion (6.3)) introduces one binary decision variable per (layer, quantizer) pair,
fusion-aware MSQ instead defines one binary variable per (fusible layer group,
quantizer) pair. Here, a fusible layer group is a set of layers sharing the same
input. For generic Transformer models, we can write the set of all fusible layer

groups for each Transformer block b as

Gy = {{a}, {ko}, {on}, {aw, ko }, {av, vo }, {ks, v},
{av kv, v}, {ov}, {un}, {gv}, {un, 9o}, {dv} }-

The overall set of fusible layer groups is G = Ule G, where B is the number
of Transformer blocks. For each g € G and quantizer @), € Q, we introduce
a binary variable Py, € {0,1} indicating that all layers in g are fused and
quantized by Q.
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The fusion-aware MSQ problem is formulated as:

Q]
minimize > > Pyg- Yl (6.4)
que{ovl} geg q:1 leg
1% B
subject to > > Pyg=1, VL€ [ J{avs kv, v, 00, up, g1 d},  (C1)
geG:leg g=1 b=1
12|
ZZPQQ'CW]§C7 (C2)
g€ q=1

where £, is the loss term, c4q represents the profiled cost (e.g., latency) of the
fused layer corresponding to the group g quantized by Q.

To ensure valid solutions, two constraints are imposed. Ezclusive assignment
(C1): every layer must belong to exactly one active (group, quantizer) pair;
among all fusible groups g that contain a given layer [, only one associated
variable Py, can be 1. Resource constraint (C2): the total profiled cost of all
activated groups must not exceed the resource budget C'.

This formulation explicitly captures latency improvements enabled by fu-
sion, thus providing improved accuracy-latency trade-offs compared to the MSQ
formulation that neglects layer fusion (see Figure 6.1). Since both the objec-
tive and constraints are linear in Py, Equation (6.4) is also an ILP. We solve
this ILP using the SCIP solver in OR-Tools [188]. Note that, compared to non-
fusion-aware MSQ (Equation (6.3)), fusion-aware MSQ introduces 1.71x more

decision variables while maintaining the same number of constraints.
6.5 Experiments

We evaluate the quantization performance of our methods against baselines on
the LLaMA 3 series (LLaMA 3.1-8B, 70B, 3.2-1B, 3B), LLaMA 2 series (LLaMA
2-7B, 13B), and Qwen 2.5-7B [189-191]. For the data-free scenario, we consider
single-scheme quantization baselines—HQQ (uniform), NormalFloat (NUQ),
HIGGS-Single (VQ), and data-free QTIP (TCQ)—as well as the MSQ baseline
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LLaMA 3.1-8B LLaMA 3.2-1B LLaMA 3.2-3B

Method Bits (1) Wiki2 (|) Acc (1) Bits (}) Wiki2 (}) Acc () Bits (1) Wiki2 (|) Acc (1)
FP16 16.00 5.61 69.3  16.00 8.64 559  16.00 6.98 63.7
Data-free QTIP 3.0 6.81 66.9  3.00 13.35 49.0 3.00 8.89 58.2
Ours-TCQ-3 3.00 6.78 66.0 3.00 12.59 50.7  3.00 8.67 60.3
Ours-MSQ-Mem  3.00 6.28 67.5  3.00 10.51 53.2 3.00 7.81 61.7
NF 3.25 7.70 64.3 3.25 17.73 46.8 3.25 10.06 59.3
HQQ 3.25 8.29 63.2 3.25 26.42 42.9 3.25 11.68 54.2
HIGGS 3.25 6.64 66.4 3.25 12.19 51.1 3.25 8.67 60.1
Ours-TCQ-3.25  3.25 6.48 66.4 3.25 11.30  51.8 3.25 8.15 61.0
HIGGS-MSQ 3.25 6.39 66.7 3.25 11.08 52.5 3.25 8.01 61.1
Ours-MSQ-Mem  3.25 6.10 67.6  3.25 10.00  53.7  3.25 7.60 61.9
NF 4.02 6.22 67.8 4.02 10.70 52.9 4.02 7.82 62.1
HQQ 4.02 6.52 67.5 4.02 13.47 51.4 4.02 8.67 60.2
HIGGS 4.02 5.98 68.7  4.02 9.64 53.6 4.02 7.46 62.3
Data-free QTIP 4.0 5.94 68.4 4.00 9.53 54.9 4.00 7.41 62.8
Ours-TCQ-4 4.00 5.92 68.2 4.00 9.45 54.3 4.00 7.37 63.4
HIGGS-MSQ 4.00 5.91 68.3 4.00 9.52 55.0 4.00 7.40 62.2
Ours-MSQ-Mem  4.00 5.81 69.0 4.0 9.14 55.2  4.00 7.22 63.2

Table 6.4: Data-free quantization results on LLaMA 3 models for various
bitwidths.

HIGGS-MSQ [1, 171, 174, 192]. For the data-aware scenario, we use QTIP as
the baseline. For all experiments, both our methods and baselines are evaluated
strictly in the PTQ setting, without any retraining. Performance is measured
primarily via WikiText2 perplexity and average zero-shot accuracy across ARC-
easy, ARC-challenge, HellaSwag, PiQA, and WinoGrande [193-197]. For latency
evaluations, we use Gemlite kernels for HQQ at higher bitwidths (4.02, 4.25
bits), and FLUTE kernels for NormalFloat (3.25, 4.25 bits) and HQQ at 3.25
bits [2, 198]. Because QTIP supports only single batch inference, we simulate
larger batch sizes by repeated kernel invocation.

We denote Ours-TCQ-z as single-scheme quantization using TCQ-z from
Q-Palette, Ours-MSQ-Mem as memory-constrained MSQ (Section 6.4.1) using
Q-Palette’s TCQ quantizers, and Ours-MSQ-Lat as latency-constrained fusion-
aware MSQ (Section 6.4.2) using all Q-Palette quantizers with Tensor-Core

kernels.
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Figure 6.4: Performance trade-offs of quantized LLaMA 3.1-8B models under
different constraints in the data-free setting on an RTX 4090 GPU: (a) mem-
ory constraint; (b) latency constraint (single batch); (c) throughput evaluation
(batch size = 8) of the quantized models in (b).

6.5.1 Data-free quantization results

Table 6.4 summarizes data-free quantization performance on LLaMA 3 models.
Ours-TCQ-x consistently outperforms all single-scheme baselines in WikiText2
perplexity and achieves competitive zero-shot accuracy. Notably, Ours-MSQ-
Mem surpasses all baseline methods, clearly demonstrating the effectiveness
of Q-Palette. Figure 6.4a evaluates Ours-MSQ-Mem across a broader memory
range (2.25-4.25 bits). Our method achieves Pareto-dominant performance, sig-
nificantly outperforming baseline methods. Remarkably, our 2.875-bit model
achieves comparable WikiText2 perplexity to the 3.25-bit HIGGS-MSQ model,
resulting in a 1.13x higher compression ratio and superior perplexity. Fig-
ures 6.4b and 6.4c compare the throughput-perplexity trade-offs of Qurs-MSQ-
Lat and Ours-TCQ-z against baseline methods. Both variants achieve signifi-
cant throughput improvements over baseline methods, substantially expanding

the Pareto frontier in both batch sizes 1 and 8.

6.5.2 Data-aware quantization results

We further evaluate our methods in the data-aware setting by comparing our

Ours-MSQ-Mem approach against the state-of-the-art QTIP baseline (without
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LLaMA 2 7B LLaMA 2 13B

Throughput (Toks/s) Throughput (Toks/s)
Method Bits Wiki2 (}]) Acc (1) B=1 B=38 Bits Wiki2 (}]) Acc (1) B=1 B=38
FP16 16.00 5.12 64.9 71 527 16.00 4.57 67.9 OOM OOM
QTIP 2.00 6.84 58.9 209 386 2.00 5.62 63.6 131 154
Ours-MSQ-Mem  2.00 6.47 60.3 272 1684 2.00 5.35 64.2 152 928
QTIP 3.00 5.39 63.3 184 304 3.00 4.76 67.0 110 153
Ours-MSQ-Mem  3.00 5.34 63.9 224 1489 3.00 4.74 67.0 126 738

Table 6.5: Data-aware quantization results on LLaMA 2 models (throughput
on an RTX4090 GPU).

retraining) on the LLaMA 2-7B and 13B models. For this setting, we utilize
the same proxy Hessian used in QTIP during the quantization and compute
the loss term ¢, for our MSQ as the actual validation perplexity degradation
induced by quantizing the weight W; using the quantizer @);. As summarized in
Table 6.5, our method consistently achieves superior perplexity and zero-shot
accuracy compared to the baseline. Additionally, our optimized kernels achieve
over 4x throughput improvements at batch size 8 for both LLaMA 2 models at
both 2 and 3 bits, demonstrating the practical benefits of our optimized kernel

for batch size 8.

6.6 Related works

Incoherence processing. Previous methods for handling outliers in LLM
quantization have primarily relied on heuristic techniques [160, 165, 166]. Re-
cently, a theoretically grounded approach, incoherence processing, has been
introduced to systematically address weight irregularities [168]. Incoherence
processing applies rotation matrices to weight matrices prior to quantization,
significantly suppressing outliers and transforming distributions into approxi-
mately Gaussian forms [168, 169, 199]. This Gaussianization enables the use
of sophisticated Gaussian quantizers such as lattice vector quantization [170]
and trellis-coded quantization [174]. However, current implementations support
efficient kernels only for limited integer bitwidths and small batch sizes, con-

straining their practicality, a limitation that our proposed Q-Palette directly
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addresses by introducing fractional-bit quantizers and optimized CUDA ker-
nels with broader batch size support.

More recent rotation-based approaches further enhance quantization perfor-
mance by applying learned matrix transforms such as scaling or affine transfor-
mations [164, 200-202]. However, these methods mainly target weight-activation
quantization and require calibration data to learn the transforms, whereas our
work focuses on weight-only PTQ, which remains applicable even in data-free
settings and is particularly suited for memory-bound, small-batch inference.

Other weight-only post-training quantization methods. Several sim-
pler PTQ methods prioritize computational and implementation efficiency. HQQ
employs data-free uniform quantization via half-quadratic optimization [192].
NormalFloat constructs lookup tables for non-uniform scalar quantization us-
ing Gaussian quantiles [1]. FLUTE offers state-of-the-art CUDA kernels for
LUT-based non-uniform quantizers with per-group scaling [2]. Despite their ef-
ficiency, these approaches generally incur higher quantization errors compared
to sophisticated quantizers such as TCQ.

Mixed-precision and mixed-scheme quantization. Mixed-precision quan-
tization (MPQ) optimizes layer-wise bit allocation under given constraints [203].
For vision models, HAQ and HAWQ-V2 introduced surrogate objectives based
on second-order information for MPQ [177, 204]. Chen et al. generalized these
approaches by explicitly incorporating diverse resource constraints, such as la-
tency, and formulated the problem as an MCKP [178]. Recently, HIGGS in-
troduced the linearity theorem, a data-free linear surrogate specifically tailored
for LLM quantization [171]. Building upon these works and drawing insights
from compiler optimization research [175, 176], we propose a novel fusion-aware
mixed-scheme quantization framework that jointly optimizes quantizer selection

and layer fusion decisions, achieving superior accuracy-latency trade-offs.
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6.7 Conclusion

In this paper, we have investigated weight-only PTQ as a solution for compress-
ing LLMSs, particularly beneficial for memory-bound inference tasks with small
batch sizes. Considering that irregular weight distributions in LLMs have com-
plicated quantization, we leveraged recent rotation-based methods that Gaus-
sianize weight distributions, enabling a theoretical analysis of optimal bit alloca-
tion. Based on this perspective, we derived an information-theoretically optimal
bit allocation strategy under fixed bit budgets, demonstrating that fine-grained
fractional-bit quantizers closely approaching the Gaussian distortion-rate bound
are essential for achieving near-optimal quantization efficiency. To translate this
theoretical finding into practical benefits, we introduced Q-Palette, a versatile
suite of fractional-bit quantizers, from sophisticated trellis-coded quantization
schemes offering near-optimal distortion to simpler vector and scalar quan-
tizers optimized for fast inference, each efficiently implemented with optimized
CUDA kernels across a wide range of bitwidths. We further integrated Q-Palette
into an MSQ framework, proposing a novel fusion-aware MSQ approach that
jointly optimizes quantizer selection and layer fusion decisions under given re-
source constraints, effectively improving inference latency. Experimental evalu-
ations validated that our MSQ framework with Q-Palette and fusion-aware opti-
mization consistently outperforms existing baseline methods, achieving superior
accuracy-memory and accuracy-latency trade-offs on LLaMA 2 and LLaMA 3

models.
6.8 Limitations

We introduce Q-Palette, a comprehensive suite of quantizers spanning a wide
range of trade-offs across memory footprint, inference latency, and quantiza-
tion error, offering versatile options suitable for diverse deployment scenarios.
To demonstrate its effectiveness, we integrate Q-Palette into an MSQ frame-

work and validate its ability to achieve improved performance-efficiency trade-
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offs under PTQ settings. However, our framework is designed around one-
shot MSQ objectives, which rely on layer-wise second-order approximations
of end-to-end loss and are primarily applicable to scenarios that do not in-
volve retraining [171]. While Q-Palette can also serve as a building block for
retraining-based quantization workflows such as quantization-aware training,
which may be preferable in cases where larger computational budgets and data
are available, we have not evaluated its effectiveness in that setting, as our pri-
mary focus is on data-free or calibration-light PTQ. Extending Q-Palette to
retraining-based quantization workflows thus remains a promising direction for
future work.

Another limitation lies in the cost of computing the sensitivity coefficients.
Currently, evaluating these coefficients requires O(L) computations of the K-
divergence loss in data-free setting, which can become a bottleneck as the model
size grows. Although this computation can be performed in an embarrassingly
parallel manner and the resulting coefficients can be reused across all MSQ runs,
thus representing a one-time cost, the overhead may still be non-negligible when
the set of target memory or latency is fixed and reuse is limited. Developing
methods to further reduce this cost is therefore an interesting direction for

future research.
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Chapter 7

Hierarchical Bit Allocation for

Mixed-Precision Quantization of
Mixture-of-Experts LLMs

7.1 Introduction

Mixture-of-Experts (MoE) models such as Mixtral, DeepSeek-V3, and Qwen3
have become a leading approach for scaling large language models (LLMs)
across diverse tasks [9, 205, 206]. They route each token to a small subset
of experts, which enables them to scale up model capacity without compromis-
ing compute efficiency. The trade-off of this design is a large memory footprint,
since all experts must be stored even though only a few are active for any given
token. Reducing this footprint is therefore central to real-world deployment un-
der resource constraints, and it calls for weight compression that exploits the
structure of MoE models. In particular, we focus on weight-only post-training
quantization (PTQ) for MoE models, a technique that compresses the weights
of an already-trained model using only a small calibration dataset and without
retraining, an approach that reflects the constraints frequently encountered in

practical deployment settings [163, 207].
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Figure 7.1: Overview of Q-STRATA. The inner stage uses the cheap per-block
proxy score to cache, for each MoE block, a Pareto frontier of candidate as-
signments over the budget grid, one assignment per budget level. The outer
stage selects one cached candidate per block, that is, one budget §; per block,
to minimize the quality score £ directly under the average-bitwidth budget 7,
then assembles them into the global assignment. This reduces the search from
a bitwidth per linear layer to one budget per block.

Mixed-precision quantization (MPQ) assigns different bitwidths to the lin-
ear layers of a model to minimize the quality lost under a fixed budget, pushing
the size-quality frontier of dense models beyond uniform quantization [11]. The
task is naturally cast as minimizing this quality loss over a high-dimensional
discrete space of bitwidth assignments. Existing methods take one of two routes.
One approximates this loss as a linear sum of layer-wise proxy terms, typically
from a Hessian approximation, and solves the allocation with integer linear
programming [177, 178]. The other treats the objective as a black box and
optimizes it directly with model-based evolutionary search or reinforcement

learning [208-210]. The proxy route is suboptimal because it optimizes an ap-
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proximate objective, whereas the black-box route optimizes the objective itself
and reaches higher quality at the cost of repeated model evaluations.

The problem becomes considerably harder for MoE LLMs. Each of the L
MOoE blocks holds F experts, and each expert contains three linear layers (gate,
up, and down), so the MoE blocks alone hold 3LFE linear layers, inducing a

|3LE assignments over the |Q| candidate quantizers, far more

search space of |Q
than in a dense model. For instance, within the Qwen3 family the dense Qwen3-
32B has 7 x 64 = 448 linear layers, whereas the similarly sized Qwen3-30B-
A3B has 3 x 48 x 128 = 18,432 linear layers in its MoE blocks alone, more
than forty times as many.! Under this high dimensionality, black-box search
cannot be applied directly. MxMoE and MC-MoE instead use proxy scores to
capture the differing contributions of the experts and linear layers within each
MoE block, which improves over uniform quantization, but they keep every
block’s budget uniform and do not allocate across blocks [211, 212]. GEMQ does
allocate different budgets across blocks through a global assignment, but it still
relies on an additive proxy for the quality score, so it misses the dependencies
that quantization creates between blocks [213]. No existing method directly
optimizes the quality score over the choices that couple the blocks.

Our central observation is that bitwidth allocation comprises two distinct
strata. Within a block, a low-cost proxy ranks candidate assignments reliably,
as prior MoE methods demonstrate, whereas across blocks the assignments are
coupled, so their joint effect shows up only in the quality score itself. To opti-
mize the quality score directly without searching the 3L FE-dimensional assign-
ment space, we propose Q-STRATA, a bi-level allocator that splits the allocation
along these two strata (Figure 7.1). Its inner stage caches a Pareto frontier of
candidates per block over finely spaced budgets, and its outer stage selects

one cached candidate per block to minimize the quality score under the global

!The dense count includes all seven linear layers per block (four attention and three feed-
forward projections), whereas the MoE count includes only the three projections (up, gate,
down) of each of the 128 experts across the 48 blocks, excluding attention and routing.
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budget, operating over only L per-block budgets rather than 3LFE individual
bitwidths. We solve this outer selection with a lazy greedy descent that recom-
putes only a few marginals per step [214]. Across Mixtral-8x 7B-Instruct [205],
Qwenl.5-MoE-A2.7B [215], and DeepSeek-V2-Lite [216], Q-STRATA improves
over uniform GPT(Q, MxMoE, and GEMQ in the low-bit regime, and its outer

search also serves as a standalone bitwidth allocator on dense models.

7.2 Preliminaries

7.2.1 Problem formulation

We study weight-only mixed-precision quantization (MPQ) of a Mixture-of-
Experts (MoE) model with L MoE blocks indexed by | € [L], where [n] =
{1,...,n}. Each MoE block contains E experts indexed by e € [E], and each
expert holds three linear layers, the up, gate, and down projections of its feed-
forward network, indexed by i € Z = {up, gate,down}, where this gate is the
feed-forward gate and not the block’s routing gate. A shared expert, when
present, is counted as one of the E experts. We write W . ; for the full-precision
weight of the linear layer (I, e, ), projection i of expert e in MoE block [, and
|Wie,i| for its number of parameters. These expert linear layers, N = 3LE
in total, are the atomic units of bit allocation. The attention projections, the
routing gate, and the embeddings hold a small fraction of the parameters and
are kept at a fixed precision, so we allocate bits only over the expert linear
layers [211].

Given a set of candidate quantizers O, an assignment selects a quan-
tizer x;.; € Q for each layer, replacing its weight Wj.; with the quan-
tized weight 2;.;(W)e;). We gather these choices into the local assignment
X; = (Tei)eelBlicz € X = QF*3 of block | and the global assignment
X = (X1,...,X7) € X = QLXEX3,

The bit cost of block [ is Cj(x;) = Zw Clei(T1ei), where ¢ (x) is the

storage in bits of layer (I,e,i) quantized by z, including the scale and zero-
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point overhead. From this we define the average bitwidth of block I, b;(x;) =
Ci(x)/ > i |[Wie,il, and the average bitwidth over the expert weights, b(x) =

Zl Cl(xl)/ Zl,e,i |VVl,e,i

parameter count. In the MoE models we consider, the blocks are structurally

, the total expert-weight bits over the total expert-

identical and share the same parameter count, so b(x) reduces to the mean of
the per-block bitwidths, b(x) = + >, bi(x).
MPQ minimizes £(x) at a target average bitwidth 7,

minimize L(x) (7.1)
XEX
subject to b(x) < 7.

L(x) is the quality score of the quantized model on the calibration data. Fol-
lowing the protocol of Lee et al. [208], we use the Jensen—Shannon divergence
(JSD) between the next-token distributions of the quantized and full-precision
models, where a lower value indicates higher quality. The full-precision distribu-
tions are precomputed once, so evaluating £ takes a single end-to-end forward
pass of the quantized model on the calibration data.

This optimization is especially hard for MoE models. The dimension of the
assignment space, N = 3LFE, scales with the number of experts rather than
with model size or compute, so a model with light per-token compute can pose
a far higher-dimensional allocation problem than a dense model of comparable
size.

Rather than optimize over X monolithically, we exploit the two-level struc-
ture of the MoE model. The allocation inside a block, over its experts and
projections, is captured well by a cheap block-local proxy, an estimate that
needs no end-to-end forward of the quantized model, whereas the allocation
across blocks couples the blocks in a way that only the quality score £ reflects.
This contrast lets us split this search into two tractable stages, an inner stage
that collects, for each block, a set of bit-proxy trade-off solutions, and an outer
stage that optimizes the per-block selection from these sets to minimize £, the

bi-level design we develop in Section 7.3.
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7.2.2 Block reconstruction proxy

For the allocation inside a single MoE block, prior MoE quantization methods
rely on the block-output reconstruction error [211, 212]. Let h; be the output
of MoE block [ on the calibration inputs and Bl(xl) its output after quantizing
the block with x;. The reconstruction error ||hy(x;) — hy||? depends only on
the local assignment x;, but the gating nonlinearity and routing couple the 3FE
linear layers, so it is not additive across them. To make it decomposable, these
methods approximate it by a proxy that sums the block-output distortion each

linear layer induces in isolation,

Dixi)= Y > 1A (10) — b,

e€[E] i€T

where ﬁge’i)(q) is the block output when only linear layer (I, e,i) is quantized

with quantizer ¢ and the rest of the block is kept at full precision. Each distor-
tion is precomputed once per layer and quantizer from a single block forward,
and since it is nonzero only on the tokens routed to expert e, frequently used
experts contribute more, matching their larger effect on the block output. Two
properties of this proxy shape our design. It is block-separable, since D; depends
only on x; while £ couples all blocks, and it is cheap, since each term needs
only a forward of the single block rather than the whole model. We therefore
adopt it for the allocation inside each block and reserve L for the allocation

across blocks.

7.3 Method

Q-STRATA decomposes Equation (7.1) into two stages that follow the two-level
structure of an MoE model (Figure 7.1). The inner stage uses the cheap proxy
D; to precompute, for each MoE block, a small set of Pareto-optimal candidate
assignments across budgets, and caches them. The outer stage optimizes the

quality score L directly by choosing one cached candidate per block. The inner
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Algorithm 11 Inner stage: per-block candidate caching

1: Input: quantizer set Q, budget grid B, per-block inputs {X;} and full-
precision outputs {h;} from one calibration forward

2: Output: candidate caches {S;}2,
3: for [ =1to L do

4:  for (e,i,q) € [E] X I x Q do

5 dilesing) « [ (g) — ul?
6: end for

7. for f € Bdo

8: X} () « solve Problem (7.2) via ILP
9: end for

10§« {x7(B):BeB}

11: end for

12: Return {S;}F,

stage decides how to allocate quantizers to linear layers within each block for

each budget, and the outer stage decides how to allocate budget across blocks.

7.3.1 Inner stage

For each MoE block [ and budget 3, we select the local assignment that mini-
mizes the proxy under the budget,
x{(8) = argmin  Dy(x;) (7.2)

X EX]

subject to bi(x;) < B.

Because the proxy decomposes over the layers, this is a multiple-choice
knapsack problem (MCKP), in which the 3E linear layers are the choice groups
and the quantizers in Q are the items, and choosing a quantizer for a layer
contributes its bitwidth to the cost and the block-output distortion it induces to
the objective. We solve this MCKP exactly with an integer linear program (ILP)
using an off-the-shelf solver [217]. The distortions \\ﬂl(“)(q) — y||? that enter Dy
are precomputed once for every layer and quantizer, reusing the block inputs

X; from a single full-precision forward over the calibration set. We solve over
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Algorithm 12 Outer stage: lazy greedy descent

1: Input: caches {S;}, quality score £, target average bitwidth 7

2: Output: budgets 3, assignment x(3)

3: B B forall l; t« 0; £ L(x(B)); H+ 0

4: for | =1to L do

5. (g1,k1) < DELTA(I, B,¢,t); insert [ into min-heap H keyed by g¢;
6: end for

7. while >, 8> 7 and H # () do

8:  pop block | with smallest g; from H

9 if k; <t then

10: {stale}

L (g1, k1) < DELTA(L, B3, ¢,t); reinsert [

12: else

13: lower [3; one level; ¢+ ¢+ g; t+—t+1
14: if g > ﬁ(l) then

15: (g1, k1) < DELTA(l, 3,4, t); reinsert [
16: end if

17:  end if

18: end while

19: Return 3, x(93)

20: Function DELTA(l, 3,/,1):

21: B < B with j3; lowered one level
22:  Return (L(x(8)) — ¢, t)

a shared budget grid B = {8() < ... < UK} of K equally spaced levels with
step A = S+ — 8(K) and cache the candidates S = {x}7(B) : B € B}. Here,
the grid resolution K controls how finely the per-block cost-distortion frontier
is sampled. Caching one candidate per budget level collapses the global search
from Q3% to a per-block budget choice 8 € BY. Algorithm 11 summarizes the

inner stage.

7.3.2 Outer stage

The outer stage assembles a global assignment from the cached candidates and

optimizes the quality score £ directly. Choosing a budget 8; € B for each block
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Figure 7.2: Empirical diminishing-returns check on DeepSeek-V2-Lite, the prop-
erty that lazy descent relies on. Lowering a block by one budget grid level incurs
a larger loss increase under stronger compression, increase grows toward the
low-bit end. Each curve corresponds to one of five random trials.

yields x(8) = (x7(51),-..,x}(6L)), and we solve
B* = argmin  L(x(8)) (7.3)
BeBL

subject to %Zle B <,

with x* = x(8*). Unlike the additive proxy of the inner stage, £ does not
decompose into a sum over the per-block choices, so this selection cannot be

solved as an MCKP.

7.3.3 Solving the outer problem

The outer problem is a black-box combinatorial optimization over the lattice
BY under a budget constraint on the sum of per-block budgets, where each
evaluation of L is a forward pass of the assembled model.

Exhaustive search over B is infeasible, and we optimize it with a greedy

descent. Starting from the most expensive corner with 8; = S5 for all I, we
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Mixtral Qwenl.5 DeepSeek
8x7B MoE V2-Lite

Blocks L 32 24 26
Levels K 25 25 25
Commits 768 576 624
Lazy evals 1,909 1,552 1,667
Eager evals 22,327 13,537 15,802
R per move 2.49 2.69 2.67
Speedup 11.7x 8.7x 9.5x

Table 7.1: Cost of the outer lazy greedy descent over a full top-to-bottom sweep
(L(K — 1) commits). R is the average number of quality-score evaluations per
committed move, and Speedup is the ratio of eager to lazy evaluations. Eager
evals is the count an eager descent would perform along the same trace, com-
puted from the lazy run rather than from a separate eager execution.

repeatedly lower one block by a single level until the average bitwidth meets 7.
For a block [ above the bottom level, let 87! lower 3, by one grid level, giving
its marginal loss increase &;(8) = L(x(87!)) — L(x(B)). A budgeted greedy
would weigh each move’s §; against the budget it saves [218], but here every
one-level move saves the same budget, so we lower the block with the smallest
d;. Each step evaluates £ on an assembled assignment, so the descent captures
the coupling between blocks, but a direct implementation recomputes every o;

at each of the O(LK) steps, O(L%2K) evaluations of L.

Lazy acceleration. Our implementation runs this descent with lazy evalu-
ation [214]. We store each block’s last loss increase together with the step at
which it was computed, keep them in a min-heap, and at each step pop the
smallest, recompute it if stale, and apply the move once the popped value is
current. Algorithm 12 gives the full procedure.

This procedure reproduces the eager descent as long as a stale loss increase
only underestimates its current value, so that the min-heap never hides the least

harmful move. This holds under a diminishing-returns property of £, which we
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Mixtral-8x 7B Qwenl.5-MoE DeepSeekV2-Lite

(46.7B - A12.9B) (14.3B - A2.7B) (15.7B - A2.4B)
Method  Bits (}) Wiki2 (J) Acc (1) Bits (}) Wiki2 (1) Acc (1) Bits (}) Wiki2 ({) Acc (1)
BF16 16.00 3.88 81.25  16.00 6.79 69.98  16.00 5.92 72.29
GPTQ 225 5.73 70.89 225 10.41 55.73 225 8.59 60.81
MxMoE  2.25 5.69 7170 225 8.07 61.93 225 6.78 64.04
GEMQ 225 9.39 63.63  2.25 10.76 58.67  2.25 7.61 60.21
Ours 2.25 5.62 71.78  2.25 7.98  62.93 225 6.74 63.75
GPTQ 201 1137 4444 202 1864 4324 2.02 13.79 47.98
MxMoE 2.0 8.03 6142 2.00 9.06 5716 2.00 7.46 59.73
GEMQ  2.00 19.21 5330 2.00 15.14 53.15  2.00 10.28 53.36
Ours 2.00 6.90  63.79  2.00 8.97  58.41  2.00 7.41 59.88
MxMoE  1.75 25.20 4458 175 12.49 5238 175 9.90 50.95
GEMQ 175 21.25 4940 175 23.89 4893 175 19.34 44.85
Ours 175 12.14 5251 175 11.84 5374 175 9.35 52.46

Table 7.2: Mixed-precision quantization results on MoE LLMs across tar-
get bitwidths. All methods share the same weight-only GPTQ quantizer set
(1,2,3,4 bit, group size 128, asymmetric).

now make precise.

Definition 7.3.1 (DR-submodularity on the budget grid). For 3 € B and a
block ! below the top level, let BT raise §; to the next grid level. A function
G : Bl — R is DR-submodular if, for all 3 < 3’ taken coordinatewise and every
such block I,

G -G > q(B)) -a@),

so the gain from raising a block by one level does not increase as the other
budgets grow [219].

When G = —L satisfies Definition 7.3.1, the descent only lowers budgets,
so a 0; cached at a higher budget can only be exceeded later, exactly the un-

derestimate condition above.
Remark 7.3.2. If G = —L is DR-submodular (Definition 7.3.1), this lazy descent
commits the same moves as the eager descent that recomputes all L marginals
each step, while evaluating £ fewer times [214, 219].

L is not exactly DR-submodular, but it is nearly so. A more compressed
model is more fragile, so lowering one more bitwidth level hurts quality more
once few bits remain. We check this on DeepSeek-V2-Lite by following random

descent paths and recording, one block at a time, the resulting loss increase J;
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from a single bitwidth level (Figure 7.2). This ¢;, which the heap caches, grows
near-monotonically as the model is compressed, so a value cached at a higher
budget underestimates its current one closely enough for the lazy descent to

track the eager one. We therefore use lazy evaluation as a heuristic.

Cost. The outer search’s cost is its evaluations of £, each a forward pass of
the assembled model. The descent lowers budgets monotonically and uses 7
only as a stopping point, so a single top-to-bottom sweep yields the assignment
for every target budget along the way, with no per-budget re-run. Writing R for
the average number of evaluations per committed move, the lazy descent issues
O(RLK), smaller than the eager O(L2K) by a factor L/R. Table 7.1 reports
this over a full top-to-bottom sweep, where R stays near 2.5 across the three

models, far below the 24 to 32 blocks, confirming R < L in practice.

7.4 Experiments

7.4.1 Setup

We evaluate three MoE LLMs of different scales, Mixtral-8 x 7B-Instruct (46.7B
- A12.9B), Qwenl.5-MoE (14.3B - A2.7B), and DeepSeek-V2-Lite (15.7B -
A2.4B) [205, 215, 216]. All methods quantize weights with GPTQ [207] and
share one quantizer set, the group-128 asymmetric formats at 1, 2, 3, and 4
bits, applied after a random Hadamard rotation without online rotation, fol-
lowing the protocol of Duanmu et al. [211] [169, 207]. The budget grid spans
1.25 to 4.25 bits in steps of 0.125, giving K = 25 levels. We calibrate on 128 se-
quences of length 4096 from WikiText2 train, and report WikiText2 perplexity
and the average accuracy over six zero-shot tasks, PIQA, BoolQ, WinoGrande,
ARC-easy, ARC-challenge, and HellaSwag [194-197, 220].

The baselines are uniform GPTQ, MxMoE, and GEMQ. Uniform GPTQ
gives every linear layer the same bitwidth [207]. MxMoE shares our inner stage
but assigns every MoE block the same budget 7 rather than optimizing per-

block budgets, making it the counterpart that omits our outer stage [211].
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Bits Outer JSD () Wiki2({)

Uniform 121.2 4.72
2.75  One-shot ILP 108.2 4.64
Ascending lazy greedy 243.9 5.62
Lazy greedy (Ours) 107.2 4.61
Uniform 234.3 5.69
2.25 One-shot ILP 231.6 5.64
Ascending lazy greedy 733.6 13.22
Lazy greedy (Ours) 229.6 5.62
Uniform 1036.5 25.20
1.75 One-shot ILP 823.4 13.72
Ascending lazy greedy  1195.9 32.76
Lazy greedy (Ours) 749.4 12.14

Table 7.3: Outer-stage ablation on Mixtral-8x 7B-Instruct with the inner ILP
fixed. JSD is the quality score £ on the calibration set.

GEMQ allocates bitwidth globally at expert granularity, solving an ILP that
minimizes a gradient-based additive proxy for the quality score [213]. We repro-
duce GEMQ from their implementation without the random Hadamard rotation
and without their router fine-tuning step, an additional training stage. Uniform
GPTQ, MxMoE, and Q-STRATA use the shared quantizer set and Hadamard

preprocessing, so differences among them reflect bit allocation alone.

7.4.2 Main results

Table 7.2 reports results at target bitwidths 2.25, 2.00, and 1.75. Q-STRATA
attains the lowest WikiText2 perplexity for every model at every bitwidth, and
the best zero-shot accuracy in all cases but one, DeepSeek-V2-Lite at 2.25 bits,
where MxMokE leads by 0.3 points. The margin widens as the budget tightens.
At 1.75 bits on Mixtral, Q-STRATA more than halves the perplexity of MxMoE,
12.14 against 25.20, and improves average accuracy by almost eight points.
Because MxMokE differs from Q-STRATA only in omitting the outer stage, this

improvement isolates the outer stage’s gain.
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7.4.3 Outer-stage ablation

Table 7.3 isolates the outer stage on Mixtral-8x7B-Instruct with the inner ILP
fixed, comparing four ways to assign the per-block budgets. Uniform gives every
block the same budget and coincides with the MxMoE baseline. One-shot ILP
scores each block in isolation, recording how much lowering one block to a given
level raises £ with the others kept at the highest budget level. It sums these
per-block costs into a proxy for the quality score and optimizes it exactly with
an ILP in (K — 1)L + 1 evaluations, the search of Lee and Song [11]. Because
this proxy is separable, it ignores the coupling that arises when several blocks
are compressed together. Ascending greedy runs our descent in reverse, raising
budgets from the cheapest corner, and trails even the uniform budget. Our
lazy greedy outer method attains the lowest JSD, the objective that the outer
stage optimizes, and the lowest perplexity at every bitwidth. The gap tracks
the budget, it becomes large at 1.75 bits, where One-shot ILP trails our descent
by 74 JSD. This shortfall reflects that coupling, which our descent captures by

evaluating £ directly at every step.

7.4.4 The outer search on dense models

The outer search does not rely on the MoE structure and works as a standalone
allocator. On the dense Llama-2-7B we apply it per linear layer rather than
per block. Because the layers differ in size, a one-level move no longer saves the
same budget, so the descent instead weighs each move’s loss increase against
the bits it saves, which corresponds to budgeted greedy algorithm of Khuller
et al. [218]. We utilize this budgeted variation of our outer method for the dense
model MPQ.

We use the HQQ quantizer set (2, 3, and 4 bits, group size 128, asymmet-
ric) and, as in the MoE experiments, take the quality score during the search
to be the JSD between the quantized and full-precision models. We compare

our lazy greedy outer allocator against the state-of-the-art black-box optimizer
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Figure 7.3: Search-method comparison on Llama 2-7B with the HQQ quantizer
set (2,3,4 bit, group size 128, asymmetric) and 8K calibration tokens. The top
panel reports measured JSD on the calibration set and the bottom panel Wiki-
Text2 test perplexity. Lazy greedy matches or beats AMQ on both at a fraction
of the quality score queries listed in the legend with 6.9x fewer queries.

AMQ [208], One-shot ILP, and, for the small calibration setting with 2K tokens,
the eager greedy that recomputes every marginal each step.

Table 7.4 reports the comparison at 2K calibration tokens. Lazy greedy
matches or beats AMQ at every budget while issuing far fewer queries, 1,378
against 10,474. Eager greedy is best, and lazy greedy stays within 0.001 JSD
of it while using 51x fewer queries, 1,378 against 70,345, so it closely follows
the eager greedy solution. Figure 7.3 extends the comparison across budgets at
8K calibration tokens. Surprisingly, our lazy greedy outer method matches or

beats AMQ on both while issuing 6.9x fewer queries.

7.5 Related works

MPQ is often cast as a multiple-choice knapsack problem [11, 171, 178, 179]. A
line of work approximates the loss with an additive proxy, a sum of per-layer
importance scores estimated either from the backward signal [177, 204, 213, 221,
222] or from the loss change under full forward passes [11, 171], and solves the

allocation with dynamic programming or integer programming [187, 217]. For
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Method Bits JSD () Queries ({)

2.5 0.1984

One-shot ILP 3.0 0.0587 449
3.5  0.0233
2.5 0.1572

AMQ 3.0 0.0550 10,474
3.5  0.0229
2.5 0.1569

Lazy greedy 3.0 0.0549 1,378
3.5  0.0228
2.5 0.1568

Eager greedy 3.0  0.0539 70,345
3.5 0.0224

Table 7.4: Search-method comparison on the dense Llama-2-7B with the HQQ
quantizer set (2,3,4 bit, group size 128, asymmetric) and 2K calibration tokens,
across average bitwidths 2.5 to 3.5. Lazy greedy, the search used in our outer
stage, nearly matches the eager greedy at far fewer queries.

dense models, AMQ runs an AutoML-style search with search-space pruning
and a model-based evolutionary method, scoring candidates with full forward
passes [208].

For MoE models, prior methods score within-block assignments with block-
local proxies. MC-MoE and MxMoE rank these assignments well but keep ev-
ery block’s budget uniform and do not allocate across blocks [211, 212], while
GEMQ allocates across blocks through an additive proxy resting on a first-order
approximation of the loss [213]. Our inner stage keeps the linear-layer granu-
larity of MxMoE, while our outer stage allocates across blocks by optimizing
the quality score directly rather than a block-local or additive proxy.

In concurrent work, ScaleBits [223] quantizes dense models at the tile level.
It overlaps with us in a diminishing-returns property over its search space and a
greedy allocator, but its space is far larger and finer than our per-block budgets,
so it ranks moves by sensitivity-based estimates rather than actual quality score.
Our bi-level hierarchy shrinks the outer space enough to run the greedy on

the quality-score marginals directly, and we use lazy evaluation only to cut
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redundant queries.
7.6 Conclusion

We introduced Q-STRATA, a bi-level allocator for mixed-precision quantization
of MoE LLMs that ranks within-block assignments with a cheap proxy and
allocates across blocks by optimizing the quality score directly, reducing the
search from a bitwidth per linear layer to one budget per block and solving
it with a lazy greedy descent. Across Mixtral-8 x 7B-Instruct, Qwenl.5-MoE-
A2.7B, and DeepSeek-V2-Lite, it improves over uniform-bitwidth GPTQ, Mx-
MoE, and GEMQ in the low-bit regime, and its outer search also serves as a
standalone allocator on dense models. The outer descent still issues more model
evaluations than an additive program, which lazy evaluation reduces but does
not eliminate, and we leave joint weight-activation allocation and scaling to

larger expert counts to future work.
Limitations

The outer stage evaluates the quality score directly, so each move is a forward
pass of the assembled model. Even with lazy evaluation, this issues more such
evaluations than allocators that fit an additive proxy once and then solve it
in closed form. The search is a one-time offline cost that grows with the block
count L rather than with the total number of linear layers 3LFE, since the
evaluations per move stay near 2.5 and far below L (Table 7.1). Because it
runs once before deployment and adds nothing to inference latency, its cost is
amortized over all subsequent inferences. It nonetheless remains heavier than
proxy-only allocation at search time, and lowering it further is left to future

work.
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Chapter 8

Conclusion

8.1 Summary

As deep learning models grow more capable and more widely deployed, ensuring
their safety, harnessing them for scientific discovery, and compressing them for
efficient deployment have become goals as pressing as performance itself. This
dissertation observed that these goals, disparate as they appear, share a sin-
gle computational core. Each reduces to searching a high-dimensional discrete
space for an object, or a set of objects, that best meets an objective whose every
evaluation is expensive. A common limitation runs through prior approaches.
They either restrict the search to a space too narrow to contain the best solu-
tions, or search a larger space with a procedure that settles for a suboptimal
result. We pushed past this limitation along two axes. The first is the design
of the search space, since enlarging or reformulating the set of reachable candi-
dates can improve the attainable solution more than refining the search over a
fixed one. The second is decomposition, which copes with a space too large to
confront at once by imposing a hierarchy over candidates or splitting the de-

cision into smaller units. The technical chapters instantiated these axes across
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three domains.

The first domain is the safety of language models (Chapters 3 and 4). Chap-
ter 3 studied query-efficient black-box adversarial attacks on discrete sequential
data, seeking a minimally edited input that induces a misprediction with few
queries. Its contribution is on the decomposition axis, scaling Bayesian opti-
mization to the high-dimensional edit space by revising the input block by block
to raise the attack criterion [12]. Chapter 4 turned to black-box red teaming,
seeking a diverse set of inputs that elicit harmful responses. Here both axes
operate together, a larger search space of inputs reachable by editing a user
input pool, searched efficiently through a hierarchy over candidates [10].

The second domain is scientific design (Chapter 5). We considered the de-
sign of biological sequences that advance several objectives at once, where each
evaluation is in principle a costly experiment. Its contribution is on the decom-
position axis. Rather than select a batch monolithically, we trained a policy
that imitates a greedy rule to assemble each batch, directly optimizing the
batch acquisition score for hypervolume improvement over the combinatorial
space [13].

The third domain is efficient deployment through weight-only post-training
quantization (Chapters 6 and 7). Chapter 6 contributes on the search-space
axis. We enlarged the space of bit allocation with a suite of fractional-bit quan-
tizers approaching the Gaussian distortion-rate bound and a joint choice of
layer fusion, solving the allocation as an integer linear program. This fusion-
aware mixed-scheme quantization improves the trade-off between model size
and quality [11]. Chapter 7 extended mixed-precision allocation to Mixture-of-
Experts models, whose many experts make the assignment space far larger than
the dense case. Its contribution is on the decomposition axis. A bi-level alloca-
tor ranks within-block assignments by a cheap proxy and allocates the budget
across blocks by optimizing the quality score directly, reducing the search from
a bitwidth per linear layer to one budget per block [14].

Across these otherwise unrelated tasks, the same two axes, designing the
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search space and decomposing it, were the source of our gains, even as each
task drew on them in a form of its own. That they recur across safety, scien-
tific design, and deployment suggests they are transferable principles for high-

dimensional black-box discrete optimization, not artifacts of any single task.
8.2 Future works

The setting of this dissertation is only becoming more demanding. As models
grow more capable, the systems built around them grow more complex, their
behaviors harder to probe, and each evaluation more expensive. We outline
three directions, ordered from the efficient deployment of models, where our
most recent work leaves the clearest open problems, to their use in scientific
discovery and finally their safety, where the search itself becomes markedly

harder to evaluate.

8.2.1 Efficient deployment of models

Compression is the direction we are most eager to push further, along three
fronts. The first returns to the gap between our two quantization chapters. Q-
Palette enlarged the search space by jointly choosing the quantizer and layer
fusion for a dense model, whereas Q-Strata, facing the far larger allocation space
of a Mixture-of-Experts model, set that enlargement aside and handled the size
of the standard mixed-precision space through a bi-level hierarchy. The two have
not yet been combined. A natural next step is mixed-precision quantization for
MoE models that considers joint quantizer assignment and layer fusion under
a latency constraint, bringing the enlarged search space of Q-Palette into the
decomposition framework of Q-Strata so that the larger space and the larger
model are handled at once.

The second front concerns the objective itself. Our compression work has
so far targeted large language models, where a clear quality signal such as the
perplexity or the Jensen-Shannon divergence on a calibration set is readily avail-

able. In other modalities and architectures, defining the quality metric and the
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calibration procedure is itself a challenge. Diffusion models, for instance, have
activation distributions that shift across denoising timesteps, so single-step cal-
ibration is inapplicable and even the evaluation metric must be redesigned to
avoid a distribution gap [224, 225], while vision, vision-language, and vision-
language-action models face a pronounced heterogeneity between visual and
textual tokens that ordinary calibration overlooks [226, 227]. The difficulty
grows as models take on reasoning-driven behavior, since aggressive low-bit
quantization can preserve aggregate accuracy while disproportionately degrad-
ing multi-step reasoning, with failures emerging early in a chain of thought and
cascading to the final answer [228]. We would like to study how to define qual-
ity and calibration for these settings, and how to compress such models while

preserving the capabilities that aggregate metrics fail to capture.

8.2.2 Accelerating scientific discovery

Our work on biological sequence design selected, in each round, a proposal batch
for the next set of experiments. Choosing the batch well matters, but the heavier
cost lies in the wet-lab experiments and physical simulations that score each
proposal. These steps demand reasoning grounded in biological and chemical
expertise, and the wet-lab experiments still rely on human labor. Reducing
this cost calls for automating both the reasoning and the execution, and a
growing body of work points the way. Agentic systems such as Coscientist and
ChemCrow couple a language model with external tools to plan and carry out
chemical experiments, and autonomous robot-driven platforms such as A-Lab
close the loop of design, synthesis, and measurement for materials discovery with
little human intervention [229-231]. Building on our batch-selection work, we
would like to integrate the proposal step with agent-based reasoning and robotic
execution, so that the expensive evaluation that bottlenecks the whole loop is
itself automated, moving toward a self-driving laboratory for multi-objective

sequence design.
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8.2.3 Safety of complex AI systems

Finally, the safety of Al systems grows harder as the systems themselves grow
more complex. Our red-teaming work probed a single model with a single in-
put. Increasingly, however, capability is delivered by multi-agent systems whose
components reason and interact to carry out a task, and in such systems each
evaluation is heavier and the source of any failure is harder to localize amid the
interactions. Extending red teaming to find diverse, interaction-induced failures
of multi-agent systems under a tight evaluation budget is an important direc-
tion, and one we expect to grow more pressing as such systems are deployed

more widely.
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